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PE Device Safety Notice

A

Set the maximum permissible breaker protection in the building circuitry to the
current rating specified on the rating plate. Observe all national regulations and
safety codes as well as deviations for breakers.

Only connect the PE Device to a grounded power outlet or a grounded system!
Make sure that the total current input of the connected systems does not exceed
the current rating specified on the rating plate of the PE Device.

There is a risk of explosion if the battery is replaced with an incorrect type.
Dispose of used batteries according to the relevant instructions.

User Information

Online Registration

Be sure to register your product at our online support center:

International

| hitp://eservice.aten.com

Telephone Support

For telephone support, call this number:

International 886-2-8692-6959
China 86-400-810-0-810
Japan 81-3-5615-5811
Korea 82-2-467-6789

North America

1-888-999-ATEN ext 4988
1-949-428-1111
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User Notice

All information, documentation, and specifications contained in this manual
are subject to change without prior notification by the manufacturer. The
manufacturer makes no representations or warranties, either expressed or
implied, with respect to the contents hereof and specifically disclaims any
warranties as to merchantability or fitness for any particular purpose. Any of
the manufacturer's software described in this manual is sold or licensed as is.
Should the programs prove defective following their purchase, the buyer (and
not the manufacturer, its distributor, or its dealer), assumes the entire cost of all
necessary servicing, repair and any incidental or consequential damages
resulting from any defect in the software.

The manufacturer of this system is not responsible for any radio and/or TV
interference caused by unauthorized modifications to this device. It is the
responsibility of the user to correct such interference.

The manufacturer is not responsible for any damage incurred in the operation
of this system if the correct operational voltage setting was not selected prior
to operation. PLEASE VERIFY THAT THE VOLTAGE SETTING IS
CORRECT BEFORE USE.

Product Information

For information about all ATEN products and how they can help you connect
without limits, visit ATEN on the Web or contact an ATEN Authorized
Reseller. Visit ATEN on the Web for a list of locations and telephone numbers:

International http://www.aten.com

North America http://www.aten-usa.com
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About this Manual

This user manual is provided to help you get the most out of your eco DC. It
covers all aspects of the application, including its installation, configuration,
and operation:

Applications covered in this manual include:

Models Product Names

eco DC Energy & DCIM Management Web GUI

An overview of the information found in the manual is provided below.

Chapter 1, Introduction, Introduces you to the eco DC, its purpose,
features, and functions.

Chapter 2, Installation, Provides the necessary steps to install eco DC.

Chapter 3, First-time Setup, Provides the basic operation instructions for
first-time setup of eco DC.

Chapter 4, Energy, Guides you through how to monitor the energy used via
ATEN PDUs.

Chapter 5, User, Guides you through how to manage the two different types
of user login accounts: administrator and user.

Chapter 6, Device, Covers how to configure the devices, eco PDUs,
managed.

Chapter 7, System, Guides you through other system settings of eco DC.
Chapter 8, Log, Describes the system and device logs recorded by eco DC.

Appendix, Provides certificate information and utility details regarding the
eco DC.

Note:

+ Read this manual thoroughly and follow the installation and operation
procedures carefully to prevent any damage to the unit or connected
devices.

* ATEN regularly updates its product documentation for new features and
fixes. For an up-to-date eco DC documentation, visit

http://www.aten.com/global/en/

viii
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Conventions

This manual uses the following conventions:

Monospaced

[]

Indicates text that you should key in.

Indicates keys you should press. For example, [Enter] means to
press the Enter key. If keys need to be chorded, they appear
together in the same bracket with a plus sign between them:
[CtrI+Alt].

Numbered lists represent procedures with sequential steps.
Bullet lists provide information, but do not involve sequential steps.

Indicates consecutive selecting options (such as on a menu or
dialog box). For example, Start > Run means to open the Start
menu, and then select Run.

Indicates critical information.
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Chapter 1
Introduction

Overview

The ATEN eco DC Web GUI has been developed to work with ATEN PE
series green energy power distribution units (PDUs) to effectively increase the
efficiency of data centers’ power usage. Eco DC is a web-based GUI allowing
users to manage and control PDUs through a web browser. There is no
additional software to install or setup steps needed to manage your ATEN
PDUs. The eco DC can run in any OS platform allowing users to easily manage
the power consumption of a data center through intuitive interface with easy to
read graphics.

Coupled with sensor-enabled eco PDUs*, the eco DC web GUI can give you
means to assess, diagnose, and estimate how much energy you are using and
ultimately save. Following the suggestions generated by the sensor-enabled
system allows you to optimize energy usage to save energy without harming
your IT equipment’s reliability. The ATEN eco DC web GUI provides secure
and centralized (single portal, single login) access, administration, and
management for up to 3000 PE devices over the network —local and worldwide
— anywhere and anytime.

=

TCP /1P

eco DC Structure

Because ATEN eco DC offers a single, integrated web-based GUI to manage
all your devices, users no longer need to learn the interface for each individual
device or remember every device’s IP address, making system management
easier and more efficient.
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By consolidating the management of your ATEN devices, eco DC allows every
device to be accessed and controlled by means of a single login. Its ability to
manage all outlets in different ATEN devices makes eco DC the ideal solution
for the power management of large data centers and branch office server rooms
located in several remote locations within the same intranet.

ATEN eco DC is able to automatically discover all ATEN devices within the
same intranet and has the ability to monitor/manage them. The web GUI
provides monitoring/managing of PE device outlet power ON/OFF/Reboot,
sequential ON/OFF of outlet, current / KkWH / environmental monitoring at
PDU/outlet level, name of outlet, current / kWH / environmental sensor
threshold setting/alert, etc., through SNMP. Threshold exceeding alerts are
also available through Syslog/SMTP.

* See Compatible Products on eco DC’s web page for a list of compatible
ATEN sensor-enabled eco PDUs.

ATEN’s eco DC offers the full functionality capable of managing the PDUs
through SNMP. This allows multiple users to log to the web GUI concurrently
to manage PDUs in different authorized room, floors, or buildings, making
distributed PDU management much more efficient under one centralized
environment. With two levels of authorized user accounts and permissions,
users can be configured to monitor and manage different functions of each
PDU. Having this new web-based version allows data centers to optimize their
performance and centralize their management.
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Features

+ Automatic discovery of all ATEN devices within an intranet
¢ Remote real-time power measurement and monitoring
+ PDU level current / voltage / power dissipation / power consumption
¢ Outlet On / Off / Recycle status
¢ Circuit breaker status monitoring
+ Windows pop-out to easily monitor the data center’s status’
+ Remote real-time power outlet management™
+ Power outlet On / Off / Cycle switching by outlet or user-defined group
¢ Power outlet On / Off / Cycle switching with pre-defined schedule
¢ User-defined outlet level delays for sequential power up

¢ Current / Voltage / Power Dissipation / Power Consumption threshold
level setting

+ User access assignment for every outlet

+ Name assignment to individual outlets
¢ Remote real-time environment sensor monitoring

¢ Temperature / Temperature + Humidity reading

¢ Temperature and Humidity threshold level setting
+ Plotting / Monitoring of all PE devices

+ Add data center server racks

¢ Add PE devices for each server rack

¢ Manage device / device outlet status for each plot

+ Essential indices including Rack Intake Temperature, Rack Exhaust
Temperature, Rack Equipment, and Temperature Difference

* Power analysis report for optimizing data center energy management —
including power usage, power load, power cost, CO2 cost, power capacity
and trends

* Exceed threshold alert through SMTP and Syslog

¢ 3-phase PDU compatibility — 3-phase power distribution for managing
data centers with heavy workloads

+ Cascade support — can monitor PDUs cascaded via Ethernet ports (1 x 1
Gb + 1 x 100M)

+ Syslog provision




eco DC User Manual

+ Two-level password security

+ Strong security features include password protection and advanced
encryption technologies — 128-bit SSL

* Supports online UPS and SNMP Card

+ Real-time status charts for Current / Voltage / Wattage remote monitoring

Note: Not all functions are supported by all ATEN eco PDU PE models.
Please see , page 6, and your eco PDU PE User Manual for further
details.

Requirements

Systems that the eco DC web GUI will be installed on should meet the
following requirements:

Server Version | Client Version
Operating System Windows 7 / Windows Server 2008 or later
CPU 2.5 GHz Quad Core ‘ 2.0 GHz Dual Core
Resolution Larger than 1440 x 900
Memory 8 GB 4 GB
Disk 1TB NA
Network 1 Gbps Ethernet
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Sensors

For complete energy management of an instrumented data center with the use
of the ATEN eco PDU and eco DC web GUI, you should install 4 sensors for
each of the racks in your data center in order to generate a complete energy-
efficient data chart. Higher sensor installation density is helpful to generate
more accurate data. 8-port models have 2 sensor ports. In this case, Sensor 1
needs to be installed at the intake of the rack (EA1140 or EA1240) and sensor
2 needs to be placed at the exhaust of the IT equipment of the rack (EA1140 or
EA1240) or the floor (EA1340).

To get the most complete eco DC web GUI data, the recommended 2 eco PDU
unit per rack sensor setup is show in the table, below:

eco PDU Port Location Part Number Sensor
eco PDU 1 Sensor 1 Intake EA1240 Temperature /
Humidity
Sensor 2 Floor EA1340 Differential Pressure /
Temperature
eco PDU 2 Sensor 1 Intake EA1240 Temperature /
Humidity
Sensor 2 Exhaust EA1240 Temperature /

Humidity
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Chapter 2
Installation

Before You Begin

The eco DC Web GUI can be downloaded from the ATEN website. The
package requires a product key to complete the installation. Once you have
downloaded and saved the installation file, follow the instructions below:

Installing eco DC

1. Double-click the eco DC setup file to open the installer. The Introduction
window appears:

B eco DC Installation

InstallAnywhere will guide you through the installation of ecoDC.

tis strongly recommended tha you quit all programs before continuing
with this installation.

Click the 'Next button to proceed to the next screen. If you want to change
‘something on a previous screen, click the 'Previous' buton.

You may cancel this installation at any time by clicking the ‘Cance button.

Cancel Previous Next |
|G| [Feze]

Click Next to continue.

2. The License Agreement window appears:

B eco DC Installation

Use of ecoDC Requi

Agreement:

End User Software License Agreement For eco DC Series

This END USER SOFTWARE LICENSE AGREEMENT s entered into
s of the date of installment of the Licensed Software by you
(‘Effective Date”), by and between ATEN International Co. Ltd., having
its principal place of business at 3, No. 125, Sec. 2, Da-Tung Rd.,
Si-dhin, Taipei, Taiwan 221, R O.C. (‘ATEN') and YOU.

This Agreement is a legal agreement between you (sither an individual
or a single entty) and ATEN. PLEASE READ THIS AGREEMENT
CAREFULLY. BY INSTALLING OR USING THE SOFTWARE THAT
ACCOMPANIES THIS AGREEMENT (*Software"), YOU AGREE TO
THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE, DO
NOT USE THE SOFTWARE. YOU have the rights below:

Check “T accept the terms of the license agreement” and then click Next to
continue.
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3. The Serial Number window appears:

Enter Serial Number

Please enter your product serial number.

Serial Number:

N ) EN | A )

—
Enter your serial number and click Next to continue.

4. The Choose Installation Folder window appears:

eco DC Installation

Where Would You Like to Install?
CilecoDC
Restore Default Folder || Choose...

-
.

Use the default directory or click Choose... to specify a location on your
computer. Click Next to continue.

5. The Choose Folder Shortcut window appears:

eco DC Installation

Where would you like to create product icons?

@)In a new Program Group: ecoDC

O inthe Start Menu

(O Onthe Desktop

(n the Quick Launch Bar
Oother: Choose.

(O Dontt create icons

-
,*1 l_ [ create Icons for Al Users.

Choose the locations you would like eco DC shortcut icons to be placed.
Click Next to continue.
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6. The Configure & Setup window appears:

Config & Setup eco DC X

eco DC Server Configuration

Server name:  ROGOP-TerrvN2
HTTP port: HTTPS port:

Status:

1: Configure the server.

.
Key in the eco DC Server name, HTTP port, and HTTPS port, or use the
default settings, and click Next to continue.

7. Two more windows will appear informing you that the configuration and
server installation is OK. Click Next, and then Continue.

Config & Setup eco DC X

eco DC Server Configuration

Server name:  [8060P-TerrvN2
HTTP port: [80 | HTTPS port:
Status:

1: Configure the server. ~
Configure server OK

Click Next to continue.

8. The Pre-Installation Summary window appears, review the setup
information and click Install to continue.

eco DC Installation

Please Review the Following Before Continuing:

Product Name:
ecoDC

Install Folder:
CilecoDC

Shortcut Folder:
" MenuiPro,

Disk Space Information (for Installation Target):
Required: 340,875,326 Bytes
Available: 386,195.574,784 Bytes

e |
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9. When the installation is finished, the Installation Complete window
appears. Click Done to exit.

eco DC Installation

Congratulations! ecoDC has been successully installed to:
CilecoDC

Press "Done” to quit the installer.

Cancel previous [l Done |

10
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Post-installation Check

After the installation, the eco DC program starts automatically (and starts
automatically with every bootup).

To check that the eco DC has started, go to the Services desktop app (shown in
Desktop Service Check on page 12) and see if Running is shown under the
Status column.

4 Services - [m) X
File Action View Help

&= @ Ed= Hm »en

2 Services (Local) _

ecoDC Service Name B Description Status Startup Type Log On As -

&), Data Usage Network dat.. Running  Automatic Local Service
i thesenice {€,DCOM Server Process Launc.. TheDCOML.  Running  Automatic Local System
Restart the service e

€} Delivery Optimization Performs co.. Automatic (De..  Network Se..

{6}, Device Association Service  Enables pairi.. Running  Manual (Trigg.. ~Local System
Description: 1€, Device Install Service Enables a co... Manual (Trigg...  Local System
ecoDC Service for Dats Center 1€, Device Management Enroll..  Performs De.. Manual Local System

& Device Setup Manager Enables the ... Manual (Trigg.. Local System

{6} DevicesFlow_1170a29b4 Device Disco... Manual Local System

i€ DevQuery Background Disc.. ~ Enables app... Manual (Trigg... ~ Local System

{6 DHCP Client Registersan..  Running  Automatic Local Service

{6} Diagnostic Execution Service  Executes dia.. Manual (Trigg... Local System

{6 Diagnostic Policy Service The Diagnos..  Running  Automatic Local Service

{6} Diagnostic Service Host The Diagnos..  Running  Manual Local Service

€ Diagnostic System Host The Diagnos.. Running  Manual Local System

G} Distributed Link Tracking Cli.. Maintains li.  Running  Automatic Local System

& Distributed Transaction Coor... Coordinates ... Manual Network Se...

Gl dmwappushsve WAP Push M. Manual (Trigg..  Local System

{6}, DNS Client TheDNSCli. Running  Automatic (Tri. Network Se..

{6 Downloaded Maps Manager  Windows ser.. Network Se..

e Running

& Embedded Mode The Embedd.. Manual (Trigg... Local System

Gl Encrypting File System (EFS) _Provides the.. Manual (Trigq... Local System ¥

\ Extended / Standard /

If Running is not shown, you can click Start to start the service.

4 Services - m] X
File Action View Help

¢ @ D= HmE »enn

£, Services (Local)

Name Description  Status  StartupType  Log On As
1€}, Data Usage Network dat.. Running  Automatic Local Service
{6}, DCOM Server Process Launc..  TheDCOML.  Running  Automatic Local System
& Delivery Optimization Performs co.. Automatic (De.. Network Se..

Description: {6} Device Association Service  Enables pairi.. Running ~ Manual (Trigg.. ~Local System

ecoDC Service for Data Center & Device Install Service Enables a co.. Manual (Trigg..  Local System
&) Device Management Enroll..  Performs De... Manual Local System
1€, Device Setup Manager Enables the .. Manual (Trigg..  Local System
{6} DevicesFlow_1170a29b4 Device Disco... Manual Local System
€ DevQuery Background Disc.. ~ Enables app.. Manual (Trigg...  Local System
{6}, DHCP Client Registersan.. Running  Automatic Local Service
&} Diagnostic Execution Service  Executes dia.. Manual (Trigg..  Local System
& Diagnostic Policy Service The Diagnos.. Running  Automatic Local Service
16}, Diagnostic Service Host The Diagnos.. Running ~ Manual Local Service
& Diagnostic System Host The Diagnos.. Running  Manual Local System
{6, Distributed Link Tracking Cli.. Maintains li.  Running  Automatic Local System
&), Distributed ion Coor... Coordi Manual Network Se...
& dmwappushsve WAP Push M... Manual (Trigg... Local System
6. DNS Client TheDNSCli.  Running  Automatic (Tri.. ~ Network Se..
&} Downloaded Maps Manager ~ Windows ser. Network Se...

eco .

£} Embedded Mode The Embedd.. Manual (Trigg.. ~ Local System

Extended / Standard /

11
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Desktop Service Check

Follow the steps below to go to the Service desktop application:

1. On your windows desktop, search for the keyword Services and click to

start this desktop app.

b @

Filters \/

Best match
@

Services
Desktop app
Apps
®. Component Services

Folders

Microsoft.Services.Store.Engagement_8wek
yb3d8bbwe - in Packages

Microsoft.Services.Store.Engagement_8wek
yb3d8bbwe - in Packages

Settings

0

View local services

services

2. Scroll down the list to find the eco DC service.

Services - O
File Action View Help
e T Ee=2 BHm venn
Services (Local) Services (Local)
ecoDC Service Name Description ~ Status ~ StartupType  Log On As
- & Data Usage Network dat.. Running  Automatic Local Service
s the service },DCOM Server Process Launc.. The DCOML.  Running  Automatic Local System
Restart the service
& Delivery Optimization Performs co.. Automatic (De.. Network Se..
€} Device Association Service  Enables pairi.. Running  Manual (Trigg.. ~Local System
Description: € Device Install Service Enables a co.. Manual (Trigg..  Local System
ecoDC Service for Data Center &} Device Management Enroll..  Performs De.. Manual Local System
€} Device Setup Manager Enables the .. Manual (Trigg... Local System
G} DevicesFlow_1170a29b4 Device Disco... Manual Local System
€} DevQuery Background Disc..  Enables app.. Manual (Trigg... Local System
& DHCP Client Registers an.. Running  Automatic Local Service
€} Diagnostic Execution Service  Executes dia.. Manual (Trigg...  Local System
&, Diagnostic Policy Service The Diagnos.. Running  Automatic Local Service
€} Diagnostic Service Host The Diagnos..  Running  Manual Local Service
& Diagnostic System Host The Diagnos.. Running  Manual Local System
G Distributed Link Tracking Cli. Maintains li.  Running  Automatic Local System
€. Distributed Transaction Coor.. Coordinates Manual Network Se..
& dmwappushsvc WAP Push M.. Manual (Trigg.. Local System
€ DNs Client TheDNSCli. Running  Automatic (Ti. Network Se..
), Downloaded Maps Manager ~ Windows s Automatic (De.. Network Se...
ecoDC Service ecoDC Servic.. Running  Automatic (De.. _Local System
G Embedded Mode The Embedd.. Manual (Trigg... Local System
"Gk Encrypting File System (EFS)  Provides the... Manual (Trigg.. Local System

\ Extended £ Standard /

12
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First-time Setup

Logging In

To log into the eco DC, do the following:
1. Open a web browser and type the following address:127.0.0.1

2. The eco DC login screen appears:
Welcome

Username

English v

1. Provide a valid Username and Password.

Note: Ifthis is the first time you are logging in, use the default Username:
administrator; and the default Password: password. For security
purposes, the system will prompt you to change the password.

2. Use the drop-down menu to select your desired language.

3. Click Login to bring up the main page.

13
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The Web Browser Main Page

Once you have successfully logged in, the eco DC user interface Main Page
appears. Each of the interfaces is described in the sections that follow. The look
of the page varies slightly, depending on which user account is used to log in.

After users log in and are authenticated, the Web Browser Main Page comes
up, with the Device - Dashboard page displayed:

T TaeN e = 15
2 —{am ot ) +6
3 e B
4 b w———— o A
2.0 220 13.7
! = | -7
204. 5.7
502 l 100, l 0.7

Page components are discussed on the next page.

14
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Page Components
The web page screen components are described in the table below:

No.

Item

Description

1

Toolbar

The toolbar contains the eco DC main operation
categories. The items that appear here are
determined by the user’s type, and the authorization
options that were selected when the user’s account
was created.

Sub-toolbar

The sub-toolbar contains operational sub-categories
that pertain to the item selected in the toolbar. The
items that appear in the sub-toolbar are determined
by the user’s type, and the authorization options that
were selected when the user’s account was created.

Menu

The menu section is another sub-category of the
sub-toolbar. It determines which tabs are available.

Tabs

Various tabs are available that can be selected for
interactive information/details.

About

About provides information regarding the switch’s
current firmware version.

Settings

Click these buttons to select options relevant to the
current session.

Interactive Display Panel

This is your main work area. The screens that appear
reflect your toolbar, sub-toolbar, menu and tab
choices.

15
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Toolbar

The number and type of icons that appear on the toolbar at the top of the page
are determined by the user’s type (Administrator or User) and the permissions
assigned when the user’s account was created. The functions associated with
each of the icons are explained in the table below:

Icon

Function

Energy

Energy: This page is used to view and capture information about your
PDU and data center’s energy use. This page is available to all users.

User

User: This page is used to create and manage Users and Groups. It
can also be used to assign devices to them. This tab is available to
Administrators who have been given User Management permission.
The tab doesn’t appear for other users.

Device

Device: The Device Management page is used to add devices and
configure the overall operation of the data center. This page is only
available to Administrators who have been given Device Management
permission. The tab doesn’t appear for other and users.

,6

System

System: This page is used to manage various system options which
help manage the overall operation of the eco DC web GUI. This page
is available to Administrators who have been given System

Management permission. The tab doesn’t appear for other and users.

%

Logs

Logs: This page is used to view contents of the log file. This page is
available to Administrators who have been given Log permission. The
tab doesn’t appear for other and users.

16
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Settings

The Settings icons appear for all users. There are three icons that appear on the
right end of the sub-toolbar. The functions associated with each of the icons are

explained in the table below:

Icon Function

Preference: This icon opens a window allowing you to set personal
settings for the current user.

¢ Idle Timeout: Sets the amount of time that can pass before the user
is automatically logged out of the web session.

* Max Notifications: Sets the maximum number of notifications that
can appear when the Notification icon is clicked. You can set which
. notifications are shown here (see Events, page 112).

.{:} * Preferred Page For Energy Tab: Use the drop-down menu to select
the default sub-toolbar to be displayed for the Energy Toolbar.

¢ Password: Use these settings to create a new password by
checking Reset password and then key in the old password, new
password, and confirm password.

¢ Discard: Click to exit without saving changes.

# Save: Click to save changes.

Notifications: This icon is used to view and delete notifications that
f \ have been setup. Clicking the icon reveals options to view, delete,
“ mark as read and clear all notifications. To select which notifications
are received, see Events, page 112.

Exit: Click this icon to log out of the eco DC web session.
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Quick Step-by-Step Setup

Once you have logged in, you need to define your data center and configure
various parameters before you can begin to use ATEN eco DC to monitor and
manage your devices. You will need to: add PDUs and configure their
threshold settings; setup the layout; add racks, and then add PDUs to the racks.

The steps below provide a quick reference to the sections of the user manual
you can refer to in order to do this successfully.

1.

Go to Device - Installation, and under the Device tab add ATEN PDUs
(see Adding Devices, page 78).

Go to Device - Installation, and under the Device tab select PDUs in the
sidebar and configure the Threshold Settings for each device (see Devices,
page 79).

Go to Device - Installation, and under the Layout tab setup the data center
by adding a: Data Center, Building, Floor, and then Room (see Layout,
page 86).

Go to Device - Installation, and under the Layout tab, select a room and
add racks to it, and then add the PDUs to the racks (see Adding Racks,
page 88).

Once you have completed these steps, please proceed to Energy, page 19.
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Chapter 4
Energy

Overview

The Energy toolbar provides four sub-toolbar options: Dashboard to view real-
time power measurements and environment monitoring; Power Control to
manage the power of PDUs and outlets; Analysis to generate energy usage
reports; and Schedule to create group control tasks.

ATEN oo™ =
Eucry
G peshionrd

Widgets
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Dashboard

The Dashboard features Widgets and Charts in the Menu. They show the
overall energy and environmental information collected about your data center.
The Tabs of the interactive display panel lists different tabs depending on your
Menu selection. The Widgets menu lists five categories for viewing related
data in the main panel: Device, Power, Thermal, Pressure, and Humidity. The
Charts menu lists Current, VA, and Wattage. Each tab can be selected to
display different types of information about your data center.

In the top right corner are three icons: Lock/Unlock to lock/unlock the position
of all widgets on the page; Widget Settings (shown below) allow you to add/
remove widgets and lock their position on the page; and Maximize Window

to pop open a new window to display the current data.

‘Widget Selection

Available Power Capacity

Current

PUE

L

v

~" Door Status
v

+” Rack Power Load Threshold
v

Voltage

oD

Check the widgets listed in Widget Settings to add/remove them from the
Dashboard page and click Apply to save.
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Widgets

Widgets on the Dashboard display information about different parts of your
data center energy and environmental usage. You can position widgets
anywhere on by page by drag-and-drop, after the window has been unlocked
using the Lock icon in the top right corner.You can remove widgets from the
page by clicking the X in the top right corner of its window.

220. oo 15.1.
T = T .
204 5.7
502 ! 100, L 0.8,
ATEN International Co., Lid. All rights reserved. N

Clicking the Diagnosis button opens a new window with detailed information
about the data, as discussed in the sections that follow. The pages the follow
discuss each of the widgets that can be added to Dashboard for monitoring. In
the Diagnosis window use the left sidebar to select a room to view its data.

Quick View Color Scale

The Diagnosis sections of Widgets use the same color scale, but with different
units for each reading. For example, the Power Consumption page, under the
Power, displays a scale from 0.7 — 4.3 kWh, as shown below:

i / e

Selecting a color in the scale highlights the racks with that particular reading.

Check Select All to view each rack in a color according to its reading. The
racks are displayed in a color related to their status on the various scales.
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=

Device

Available Power Capacity

Displays the Average % of available power for all the racks. The Available
Power Capacity uses a standard formula for rack devices:

Total Power Capacity (KWh) - Power in Use (KWh) = Available Power
Capacity (KWh).

Available Power Capacity

updated 2018 04/10 20:36:24

83.6.

==

Click Diagnosis to open a window with options to view additional rack data:
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Select Al

R-7587
Available: 84.73%

@ LszHL 0 B12E ® -
32.00 A
[ wuse | 527 A
== 2673 A
B s
16.00 A
[ wuse | 316 A
1284 A

You can click each rack to display the percentage of available power for that

rack. The colors represent the available power capacity for each rack displayed
in 5% increments. Uncheck Select All and click a color to view the racks which
are recording data within that 5% range. Use (3) to jump to a device’s Power
Control page.

Current

Displays the real-time measurement of the two devices with the minimum and
maximum Current, and the average Current measurement of all devices.
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Current
updated 2018 04/10 22:15:37

AVG

LSZHL 06 C12E (@

Click Diagnosis to open a window with options to view additional rack data:

Average 5.2 Max 6.9 Min 3.9 4

I

i

@ LsTHL 06 B04 A @

L I @ LsTHL 06 B E ®
_I':[ @ Ls7HL 06 E05_A ®
| (4] 659 A
|
|
[

' @ LszHL 06 E0sA

O]
|| @ LszHL 06 E0S E ®
@

@ sz o6 Eoe A

[
qﬂ @ sz s EE ® =

You can click each rack to display the Current reading for that rack. The colors
represent the average, maximum, and minimum Current readings. Use (3) to
jump to a device’s Power Control page.
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Door Status

Door Open displays the open/close status of each cabinet door installed with a
door sensor (EA1440, EA1441, or EA1442). GREEN: Rack Door is Closed.
GRAY: No Door Sensor Installed. ORANGE: Rack Door is Open.

Door Status
updated 2020 05/13 17:13:42

502 ..

Click Diagnosis to open a window with options to view additional rack data:

150 0

100% v 3

EEEEEEEEREEEEEE
EEEEEEEER BERE
EBEEEEEEEEEEERE
clelefeleizialeielelalelaiele
EEEEEEEEE BERE
EEEEEEEEE BERE
BEEEEEREEEEEERE
EEEEEEEEEEEEERE

BEEEEREE

You can click the Open, N/A, or Close radio buttons to display the racks with
that reading. The colors represent the data shown readings above. After
selecting a rack, use () to jump to a device’s Power Control page.
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Power Usage Efficiency

The PUE is the ratio of the total energy used by the data center to the energy
delivered to connected equipment. PUE is the inverse of data center
infrastructure efficiency (DCIE).

Power Usage Efficiency

updated 2018 04/10 20:52:20

3.1

PUE Reading DCIE Level of Efficiency
3.0 or higher 33% Very Inefficient
25 40% Inefficient
2.0 50% Average
1.5 67% Efficient
1.2 83% Very Efficient
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Rack Power Threshold

This displays the power threshold levels of each rack in four categories:
Critical, Warning, Missing, and Normal.

Rack Power Load Threshold

updated 2018 04/10 23:27:3

4 Diagnosis

Click Diagnosis to open a window with options to view additional rack data:

0 0 0 29 =
100% w |03
|
| I
l
1

|
C 1
=
|

You can click each device in a rack to display all reading for that device. The
colors represent the number of racks at different readings, as shown above. Use
the radio buttons to highlight racks at each reading. After clicking a rack, use
(®) to jump to a device’s Power Control page.
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Voltage

Displays the real-time measurement of the two devices with the minimum and
maximum Voltage, and the average Voltage measurement of all devices.

Voltage

updated 2018 04/10 23:42:37

220.

rR7560 |8

L&ZHL_06_ B06 B @

218.

215.

rR7574 |B

LSZHL_06_All B @

4 Diagnosis
Click Diagnosis to open a window with options to view additional rack data:

Average 217 v Max 220 v Min 215v

re
100 w 3

BEED

@ sz 05 CoLE @ [l
@ LszHL_06.coz A ®
| [v] 21500 V
1 @ Lszen o5 Foo_a ®
1
1

You can click each rack to display the Voltage reading for that rack. The colors
represent the average, maximum, and minimum Voltage readings. Use (3) to
jump to a device’s Power Control page.
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Power

Power Consumption

Displays the real-time measurement of the two devices with the minimum and
maximum Power Consumption, and the average Power Consumption
measurement of all devices.

Power Consumption
updated 2018 04/11 00:16:24

N/A

N/A

.. NA

IE

A~ Diagnosis

Click Diagnosis to open a window with options to view additional rack data:

Selest Al

wo% v £

You can click each rack to display the Power reading for that rack. The colors
represent Power readings ranges. Select a tab to view Power Consumption by
a particular time range. Use (3) to jump to a device’s Power Control page.
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Heat Load Density

Displays the real-time measurement of the two racks with the minimum and
maximum Heat Load Density, and the average Heat Load Density
measurement of all racks.

Heat Load Density

updated 2018 04/11 19:33:25

9310.1.

rR7592 |8

4763.5.

1090.4 .

R75%2 |B

4 Diagnosis
Click Diagnosis to open a window with options to view additional rack data:

Select Al

100% w | F

La

oy ———

i I

You can click each rack to display the Heat Load Density reading for that rack.
The colors represent Heat Load Density ranges. Use (3) to jump to a device’s
Power Control page.
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Thermal

Inlet-Outlet Temperature Rise

This page displays the real-time inlet-outlet temperature rise values, at the
minimum, maximum and the average reading. The color scale displays a range
from 2-20 °C.

Inlet-Outlet Temperature Rise

updated 2018 04/11 1%:41:50

MIN 2 - 1 C
rR7552 |8

4 Diagnosis
Click Diagnosis to open a window with options to view additional rack data:

Select All

0% w03

u_ I I N |

BOCH ElCC

You can click each rack to display the Inlet-Outlet Temperature Rise reading
for that rack. The colors represent Inlet-Outlet Temperature Rise ranges. Use
(%) to jump to a device’s Power Control page.
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Rack Inlet Temperature

This page displays the real-time rack inlet temperature values, at the minimum,
maximum and average reading.The color scale displays a range from 10-45°C.

Rack Inlet Temperature

updated 2018 04/11 1%:30:50

15.9.

7578 B
4 Diagnosis
Click Diagnosis to open a window with options to view additional rack data:

Select Al

[

—

L1
You can click each rack to display the Rack Inlet Temperature reading for that
rack. The colors represent Rack Inlet Temperature ranges. Use (3) to jump to
a device’s Power Control page.
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Rack Outlet Temperature

This page displays the real-time rack outlet temperature values, at the
minimum, maximum, and average reading.The color scale displays a range
from 10-45°C.

Rack Outlet Temperature

updated 2018 04/11 19:36:50

T

- 18.3.
r7581 B

Click Diagnosis to open a window with options to view additional rack data:

Select Al

You can click each rack to display the Rack Outlet Temperature reading for
that rack. The colors represent Rack Outlet Temperature ranges. Use (3) to
jump to a device’s Power Control page.
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Thermal Status

This page displays the real-time thermal status values, at the minimum,
maximum, and average reading.The color scale displays a range from 10—
45°C.

Thermal Status

35.0.
T

rR7589 |8

21.2.

4 Diagnosis

Click Diagnosis to open a window with options to view additional rack data:

Average 21.6< Max 39.0 ¢ Min 10.1-c

-
w0k w 03

=  JEENER

NERE

BENE

You can click each rack to display the Thermal reading for that rack. The colors
represent the average, maximum, and minimum 7hermal readings. Use (3) to
jump to a device’s Power Control page.
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Pressure

Inlet Differential Pressure

This page displays the real-time inlet differential pressure values, at the
minimum, maximum, and average readings. The color scale displays a range
from 0-200 Pa.

Inlet Differential Pressure
updated 2018 04/11 20:11:03
17.3.
r7380 B

6.8.

rR7552 |8

Click Diagnosis to open a window with options to view additional rack data:

Average 12.2 ¢ Max 18.0¢: Min 6.1 ra

100% w : :

O

You can click each rack to display the Inlet Differential Pressure reading for
that rack. The colors represent the average, maximum, and minimum /n/et
Differential Pressure readings. Use (3) to jump to a device’s Power Control

page.
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Pressure Status

This page displays the real-time pressure values, at the minimum, maximum,
and average reading. The color scale displays a range from 0-200 Pa.

Pressure Status

updated 2018 04/11 20:17-03

17.9.
T

r7567 |B

11.8.

6.3.

rR7570 |8

4 Diagnosis

Click Diagnosis to open a window with options to view additional rack data:

Average 12.1¢: Max 18.0 ¢ Min 6.0 s

You can click each rack to display the Pressure Status reading for that rack.
The colors represent the average, maximum, and minimum Pressure Status
readings. Use (3) to jump to a device’s Power Control page.
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Humidity

Cold Inlet Dew Point Temperature

This page displays the real-time cold inlet dew point temperature values, at the
minimum, maximum, and average reading. The color scale displays a range
from 0-15 °C.

Cold Inlet Dew Point Temperature

updated 2018 04/11 20:26:31

. NA
I

iE

N/A

N/A

iE

4 Diagnosis

Click Diagnosis to open a window with options to view additional rack data:

Salect Al

100% = : ]

You can click each rack to display the Cold Inlet Dew Point Temperature
reading for that rack. The colors represent Cold Inlet Dew Point Temperature
ranges. Use (3) to jump to a device’s Power Control page.
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Cold Inlet Relative Humidity

This page displays the real-time cold inlet relative humidity values, at the

minimum, maximum, and average reading. The color scale displays a range
from 10-90%.

Cold Inlet Relative Humidity

updated 2018 04/11 20:32:31

. N/A
T

iE

N/A

N/A

iE

4 Diagnosis
Click Diagnosis to open a window with options to view additional rack data:

Select Al

”
100% w |03

You can click each rack to display the Cold Inlet Relative Humidity reading for
that rack. The colors represent Cold Inlet Relative Humidity ranges. Use (3) to
jump to a device’s Power Control page.
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Humidity Status

This page displays the real-time humidity values, at the minimum, maximum,
and average reading. The color scale displays a range from 0-90%.

Humidity Status

updated 2018 04/11 20:37:31

49 8.
T g
40.1.

A 3 011 .

4 Diagnosis

Click Diagnosis to open a window with options to view additional rack data:

Average 40.6« Max 49.4 Min 30.0«

100 w 3

|
|
=  __ mEm

L1

C 1

L1
You can click each rack to display the Humidity Status reading for that rack.
The colors represent the average, maximum, and minimum Humidity Status
readings. Use (3) to jump to a device’s Power Control page.

39



eco DC User Manual

All Widgets
The All Widgets page displays widgets from every category listed in the tabs.
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Charts

The Charts menu lets you put data group information against time into a chart.
The data group information available are Current, VA, Wattage, Temperature,
and Humidity. Use the tabs to choose which particular information chart(s) are
displayed.

You can place up to 4 data group’s information into a single chart for
comparison, and create up to 32 charts. An example is shown:

Current (Amp)

Amp-1
Current, 2021-11-23 09:58 Real-ime hd
A
1

By Group

UX test
Current, 2021-11-23 09:58 Real-fime v
A
1

By Group
" E

aaa
Current, 2021-11-23 09:58 Real-ime v

A

2 By Group

4 data group’s current information is shown in the top-most chart while only 1
data group’s is shown in the bottom-most chart.

The button “Real-time” is a drop-down menu button. Click the menu for a list
of available time periods the information is to be displayed, and click to select
your option:
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Real-time
Hourly (max)
Daily (max)
Monthly (max)
Quarterly (max)

When you move your mouse over a chart, the chart’s border becomes blue and
extra options become available (top right corner). An example is shown:

Current, 2020-05-14 23:18

LTI S S D D D D D DD SR D S S S S DG-RA401
1400
1200
1000

< 800 DGR701

ot o -0 - o o o o " ot o * * o . o o e o+ o o, o oo

S S A G S S S S SR GRS ; | 1c¥: 5

600

[}
85-14 85-14 85-14 85-14 85-14 85-14 85-14 05-14 05-14 95-14 es5-14 E
22:48:00 22:51:00 22:54:00 22:57:00 23:00:00 23:03:00 23:06:00 23:09:00 23:12:00 23:15:00 23:18:01

Export

When you click the Export icon, a pop-up window appears. An example is

shown:

Author Author

Endtime  2020-05-14 23:34

Report types

[ Real-time

([ Hourly (max;
[ Daiy (max)
([ Monthly (max)
[ Quarterly (max
Groups involved
DG-R401
DG-R501
DG-R601
DG-R701

Cancel
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To get a report,
1.
2.

4.
5.

Enter a name for the Author field.

Click the End time field to select the date and time the data collection

ends.

Click to check/uncheck the Report types (multiple selection available).

Click to check/uncheck the Groups involved.
Click Apply.

The report will be a pdf file. Choose a way you wish to open the file. An
example of the report is shown:

Print Date: 2020-05-14 23:50:57

mp—1
Daily (max)

- DG-RAOT — DG-RSO1 - DG-RED1 - 0G-RTOH

00

1600

1603, 3600 1608.4700 1502, 6000, 1609.55% 1405.6599 1599, 4400 1608.5599_ 1601, 3299 16053899 1611, 3899 1609 1499 1602 4a00 1613, 1599 1609.1999 1604, 6000 1604.9900)

1315.0500 1315.0800 1313, 6899 1313.1600, 1310.9999 1309, 3599 1306, 8899 1309.3199 1312, 1500 1303 1g99 1307, 7099 1311, 0799, 1313, 1599 1307 4500 1312 400 1316,3300)

767,400 7667500 769.6199 7711799 7676399 769.1400 763 4199 767.2%00 765 2400 765.0000 764 3100 769.9800 7T71.9%00 T71.4200 768999 768 6800

r4.0m 9. 90092 290602370 g 969840062 959629800 g 1700_en4 a0 TLIS00_gpa o0 58269636 1099_epa 12992 00

’;y’a’fwywye"wre"e’“f”y" G LSS
Ry Py
@@@‘“e»@@ﬁm,@@ EEE SIS
Exported by: write Page1/1
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Settings

When you click the Settings icon, a pop-up window appears for you to modify
the chart’s settings. An example is shown:

Modify Chart Settings

Chart Name
Amp-1

Select Group(s) (Up to 4 groups)
Type Name Color
Device DG-R401 [ L4
Device DG-R501 v
Device. DG-R601 . v
Device DG-R701 v

Cancel

After your modifications, click Apply to save the changes.

Delete

If you wish to delete the chart, click the Delete icon. A system confirmation
message will pop-up as shown:

Delete Chart

Are you sure to delete this chart and all related history ?

No Yes
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Lock / Unlock

When you click this icon, you can toggle this chart between locked and
unlocked. When unlocked, you can drag the chart around to re-arrange its
position. The chart at the chart position you wish to drag to must also be
unlocked. An example of moving a chart is shown:

writer-test
VA, 2020-05-15 00:56

Real-time -

001_Outlet
[z 001_De

1

KVA

8
6
.4
2
[

05-15  ©5-15  05-15  ©5-15  05-15  @5-15  ©5-15  ©5-15  05-15  05-15
©9:27:00 00:30:00 00:33:00 09:36:00 00:39:00 00:42:00 00:45:01 09:48:00 00:51:00 00:54:00

0.06
< .05
s
= g4
.03
0.02
e.01
o
05-15 0515  ©5-15  ©5-15  @5-15  ©5-15  ©5-15  @5-15  ©5-15  ©5-15
00:27:00 90:30:00 90:33:00 00:36:00 00:39:00 00:12:00 0O:45:01 PO:48:00 00:51:00 00:54:00

If you wish to unlock/lock all the charts, click the lock icon = on the top right
corner of the interactive panel.

Hide
If you wish to hide the chart from displaying, click this icon.

To unhide the hidden charts, click the Chart Selection icon - on the top right
corner of the interactive panel for a list of charts. An example is shown:

Chart Selection

v AkVA
v DO-kVA
v F8-kVA
v VA-1

v VA2

pPPDPDD

writer-test

Cancel Apply

Check the chart you wish to unhide and click Apply to bring it back.
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Chart Selection

v AkVA )
+ DO-kVA )
' F8kVA )
v VA-l )
v VA2 )
V writer-test 6
aos

Maximize Window

Click this icon to expand the current interactive panel to view the charts.

@ eco DC Mansgement Software. | @ 10.090.120

Current (Amp)

UX test
Current, 2020-05-18 19:49

19:19:00 19:22:00 19:25:00 19:26:00 19:31:00 19:34:00 19:37:00 19:40:01 19:43:00 19:46:00 19:49:00

Realtime v

DG-R678

Reakime
Current, 2020-05-18 19:49

5 @518 0518 05
19:19:00 19:22:00 19:25:00 19:28:00 19:31:00 19:34:00 19

................... [ (Buiitin). 1400
001_De. 1200
1000
G.FB 800
RGF8 P S e———
600
a00
................... 200
o

Amp-1 Reakme v Amp-2 Realtime
Curent, 2020-05-18 19:49 Curent, 2020-05-18 19:49
T D D D S S P 1400
S P A S S S S S s W v 1 .U 1200
1 P S S S S S S
1000 . o
< w0 [ oGR01 <
e e ———————— ] 600
o 00
200 200
o o
0518 0518 051 0518 0519 0518 0519 0519 0513 0518 0518 o518 o518 o051 051

o5

Interactions are exactly the same except the page is bigger and that there’s a

Full Screen icon

to expand the interactive panel into full screen.
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Power Control

The Power Control sub-toolbar selection allows you to perform manual power
management at the device or outlet level and displays detailed energy and
environmental information about your data center.

Note: Not all eco PDU PE models support outlet level power management.
Please see , page 6, and your User Manual for further details.

Click on a device in the side bar and its page appears with the Voltage, Current,
Power, Power Dissipation information displayed at the PDU, Bank and Outlet
level:

| oN H OFF ” Reboot

LSZHL 06 A0S B

LSZHL 06_A09_A

LSZHL 06 A9 B
LSZHL 06 AL0 A
LSZHL 06 ALL B

LSZHL 06 P04 A

uuuuuu

Name. Voltage: Current

Bask 21525 74 530785

P Power Dissipation

LSZHL 06, B10.A
LSZHL_06. B10 8
LSZHL 06, B11 A
LSZHL 06,811 B

ISZHL 06.B12 A

ISZHL 06 B12 B

The top bar on the page displays the PDU name, IP address, online status, and
the ON, OFF and Reboot options to manually power manage the device.

Sensors
This section is view only and provides status information about the sensors.

Banks
Use the ON, OFF and Reboot options to manually power manage the banks.

Outlet Status

Use the ON, OFF and Reboot options to manually power manage the
individual outlet.
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Group Control

The Group tab allows you to perform simultaneous manual power
management at the outlet level on data groups that you have already created.

Note: 1. See Data Group, page 91, for details about creating groups for power
management control.

2. Not all models support outlet level power management. Please see ,
page 6, and your User Manual for further details.

Click on a group in the side bar and its page appears, as below:

BUILTIN_RACK Conrollabie Ouists

Outiets Enter keyword

temsipage JEMKE  Page - wawpages [0 ][ 0]

The sidebar provides predefined groups that can be selected to manage outlets
that are grouped together. Use ON, OFF and Reboot on the top bar to reboot
outlet groups; or use the same power options listed next to the outlets in the
main panel to manage the power of individual outlets.
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Analysis

The Analysis page allows you to create Power, Thermal and Billing reports to
better understand energy use, environmental factors and costs associated with
your data center.

Generate

The Generate tab allows you to establish the parameters and schedule for the
reports that you want to create. Select a report type in the sidebar and then click
Add Task to begin configuring the report.

20200525 00:30:00

202

202

The Generate Report fields are explained in detail in the following table:

Field Explanation

Menu The menu provides three options to generate reports:
* Power — to create reports based on power usage.
¢ Thermal — to create reports based on temperature.

¢ Billing — to create reports based on costs.

Add Task Clicking Add Task opens a window that provides options to generate
custom reports about your data center’s energy and environmental
usage.

Modify Check boxes in the main panel to select tasks then click Modify to
make changes to them.

Delete Check boxes in the main panel to select tasks then click Delete to
remove it from the list.

Stop Click Stop if you want to stop a task thats in the process of being
generated.
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Field Explanation
Generate Select a task in the main panel by checking its box and then click
Now Generate now to create the report. Once completed, the report will

appear in the Completed Reports tab.

Power / Thermal

After you click Add Task a window opens to configure the report parameters:

Add Power Report b ¢

Information

Start
2018041122

Duration
1

Generats time
201804112222
Kezp report for

Toay

® Data Group Report () Room Rep

Seleet Group(s) (Up to 4 groups) Add

Type Name Select Charts Tables

Unit

1 kWh generate

000 KG co2

Electricity cost

000 Sikwh

ooogoooooo g

€0z cost
000 Stton

Cancel Generale

The Power and Thermal fields are explained in the following table:

Field

Explanation

Report Type

Use the radio buttons to select a report type:
¢ Data Group Report- to create a report based on groups of devices.

¢ Room - to create a report based on all devices in a room.

Information

Use the Title and Author fields to enter information about the custom
report. Use the Type drop-down menu to select how often to generate
a report: Once, Daily, Weekly, Monthly, or Yearly.

Report
Duration

Allows you to generate the report based on a time frame.

Enter the Start/ Generate (when you want the report to begin/end), the
Period (options are hour, day, week, month, or quarter) and the
Duration (1-24), then use the Keep Report For drop-down menu to
select the amount of time to pass before the report is deleted. Select
Permanent to keep the report indefinitely.
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Field Explanation

Add Click Add to add up to four device groups or rooms for which the report
will be generated about.

Unit When Data Group (Power reports only) is selected you need to
configure these three parameters to generate customized reports
related to your data center’s energy costs.

Select Charts | Use the check boxes to select the type(s) of information you want to

|/ Tables collect for the report. The more options that are selected the longer the
report will take to generate.

Generate After entering the parameters, click Generate to add the report to the
list.

Billing

After you click Add Task a window opens to configure the Billing parameters:

Add Billing Report >4

HE=iny Select Group(s) (Up to 4 groups)

Trpe Name

Report Duration

Billing Rate:
Month
20104
® single Rate () DualRate

Generats time
Eilling Type
201304122021
Total

Single Rate
(1] Sikwn

Generate

Cancel

The Billing fields are explained in the following table:

Field Explanation
Add Click Add to add up to four device groups for which the billing report
will be generated about.
Information Use the Title and Author fields to enter information about the custom

report. Use the Type drop-down menu to select how often to generate
a report: Once, or Monthly.

51



eco DC User Manual

Field Explanation
Report Select the month to run the report and the time to generate the report.
Duration Use the Keep Report For drop-down menu to select the amount of time
to pass before the report is deleted. Select Permanent to keep the
report indefinitely.
Billing Rates | Use the radio button to select the type of rate:

+ Single Rate — to create a report based on a single dollar figure. Use

the Billing Type drop-down menu to select:
¢ Total: a report based on all rack devices.
* Rack: a report based per rack with a subtotals.

+ Dual-Rate — to create a report based on two different figures: Peak
and Non-peak rates. Enter the time Peak rates start and the number
of hours that the peak rate runs. Use the Billing Type drop-down
menu to select:

¢ Total: a report based on all rack devices.
¢ Rack: a report based per rack with a subtotals.
Generate After entering the parameters, click Generate to add the report to the

list.
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Reports

The Reports tab allows you to view or save reports that you’ve created.

Select a report type in the sidebar, check the box of the report(s) you want to
view or save, and click Open or Save as to respectively begin viewing the
report in a new window (the browser’s pop-up blocker must be disabled) or
export the report as a PDF or Excel file.

B anaysis

No. Oan Title 3 Author $ Completed Date & Time $ Keep Until 3 Relative Folder 3

1 [=] 2021 dataiReps N
=) Heero 202 35 dale/Report/15:
[m) o daily 2020.06-19 00:30:34 data/Rep

4 [=] alDaily 1234 2021 data/Report15

6 [m] test Heero 2021 0:31:17 data/Report/15!

7 O | woeky report 5 200-05:25003117 | datarReport/15 0

8 [=] iiyReport dataiReps a5

9 =} weekly 2020-05-18 00.31:11 data/Report/15¢ 949/

10 [} tst Heero 20 5-18 00:31:04 data/Repc 31,

1" [=] Daily Report daily 2020 0518 00:30:40 data/Report/15: 751 M
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Schedule

The Schedule page allows you to power on and/or power off outlets at regular
intervals or on a specified time.

Overview
A schedule page contains a schedules list and a main panel.
ATEN cooc L]

Energy

Group Control Tasks

No. | CJan

Schedule

[u]
[m]
[m]

4 [m]

I I
Schedules List Main Panel

+ Schedules list: shows a list of created schedules.

¢ Main panel:

¢ List view: click to show a list of created schedules with
information such as the target group (of outlets), execution status, and
the interval type.

¢ Configuration view: click a schedule from the sidebar to show the
schedule settings.
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Adding a Power-on / Power-off Schedule

1. In the eco DC main page, go to Energy > Schedule.

2. In the sidebar, click . This window appears.

Add Group Control Task X

B Task Information

Name

Name

Type Target Group

M Scheduling
On Time Off Time
® 2022-06-28 18:16 o] Off Time

3. Configure the following settings.
¢ Name: Name the task.
¢ Type: Click the drop-down menu to select an interval type.

¢ Once: powers on or off the target outlet(s) on a specified date and
time.

+ Daily: powers on and off the target outlet(s) daily at specified
times.

* Weekly: powers on and off the target outlet(s) weekly at specified
times and days of the week.

* Yearly: powers on and off the target outlet(s) at specified times and
days of the week, with exceptions on specified dates.

¢ Target Group: Click Browse to select a target group for the task. To
add a data group, go to Device > Data Group.
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¢ Scheduling:

¢ Once: Click to select On Time or Off Time, and then click on the
date to specify the date and time in a pop-up calendar. Click Apply
to save the setting.

B Scheduling
On Time Off Time

® | 2022-05-30 05:00 Q| OffTime

<« <« 2022-06 > >
Mo Tu We Th Fr Sa Su

12 3 4 35

o
)
[==]

9 10 1 12 45 ;0o
13 14 13 16 17 18 19 4 v
20 24 22 23 24 25 26

27T 28 QEJE
]

¢ Daily: Click to select On Time and then click on the time to set the
on-time in a pop-up menu. Click Apply to save the setting. Repeat
these steps to configure the off-time.

B Scheduling
On Time Off Time

09:00 O| 1s:00

A A
09 : 00
vy v
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¢ Weekly: Click to select one or more On Time and then click on the
time(s) to set the on time(s) in a pop-up menu. Click Apply to save

the setting. Repeat these steps to configure their off-time(s).

I 3cheduling
] On Time ] Off Time
Monday | (J | On Time (| Off Time
Tuesday | [ A A
08 : 00
Wednesday | [
v v
Thursday | [
Cancel
Saturday 08:00 18:00
Sunday 08:00 18:00

¢ Yearly:

In the Regular tab, click to select one or more On Time and then
click on the time(s) to set the on time(s) in a pop-up menu. Click

Apply to save the setting. Repeat these steps to configure their off-

time(s).
I Scheduling
[] On Time [] Off Time

Monday 09:00 18:00
Tuesday O On Time O Off Time
Wednesday O On Time O Off Time
Thursday O On Time O Off Time
Friday O On Time O Off Time
Saturday O On Time O Off Time
Sunday O On Time O Off Time
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In the Exception tab, add the dates and times when the schedule
needs to change.

B Scheduling
Add
No. Date On Time Off Time
1 2022-07-01 09:00 18:00
2 2022-08-01 09:00 18:00

4. Click Save.

Editing a Power-on / Power-off Schedule

1. Inthe eco DC main page, go to Energy > Schedule.
2. In the sidebar, click a schedule. The settings page appears.
For example:
M Task Information

Name

Power Schedule 1

Type Target Group
M Scheduling
On Time Off Time

09:00 21:00

Discard Apply

3. Configure the settings as required.

4. Click Apply to save the configuration.
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Deleting Schedules

Use one of the following ways to delete schedules.

¢ From the schedule page, click to switch to list view, click to select
one or more schedules, and click Delete on the top right.

+ From the sidebar, click a schedule, and then click R

M Task Information

Name

e L) Power Schedule 1
Power Schedule 2
e Target Grou
Power Schedule 3 LEE . P
Power Schedule 4
M Scheduling
On Time Off Time

17:01 21:59
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Overview

When you select User from the toolbar the Accounts screen appears. eco DC
supports two types of user accounts: Administrator and User. There are four
sub-toolbar selections available from the User’s tab: Accounts, Authentication
Services, and Sessions.

ATEN econc™ &
U
5 Accounts
Al |Name ¢ User Type ¢ Status Group Name ¥ Authentication Server ¥
1 adminstator Administrator ecolC A
2 o |o Adrinistrator ecoDC
3 1 1 A istrator Gre . ecoDC
4 o |2 Adminisrator ecoDC
B o s Admiisrator ecoC
6 a 4 Administrator ecoDC
7 a |s Administrator ecoDC
B =G Administator ec00C
B o |7 Admiristrator ecolC
10 o s Adminisrator ecoC
[ o | Admirisirator ecolC
2 o | Adrinistrator ecoDC
13 1 " A istrator ecoDC
1 O |e Adminisrator ecoDC
G o |» Admiisrator ecoC
16 a 16 Administrator ecoDC
17 o | Administrator ecoDC
® O | Administator ecoC
19 o |z User ecolC
2 ES User ecoC
2 O | Administrator ecolC
2 O [ User Group User ecolC v

V_

ATEN Ioternationsl Co, Lt Allrights eserved.
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Accounts
To add an account, do the following:

1. Click +. The Add New User Account page appears:

M Analysis & schedule

User Management
[ Device Management
) system Management

MLog

Cancel

2. Inthe User Information section, key in a Login name and Password, and
select the Authentication Server. This screen is the same as when the
account is selected from the sidebar.

3. Inthe Type section, select the user type. Options are: Administrator and
User.

Note: Administrators have full access rights by default; users have, by
default, no access rights apart from “View Only” where they only
have access to the Energy toolbar. If they are assigned group
permission, on the other hand, they can access almost everything
(see Selecting an Account, page 63).

4. Inthe Access Permissions section, set the permissions of Administrator
accounts. To set the device-by-device permissions for an account, open the
user’s page from the sidebar and select the Device Access tab.

5. Click Save to save your settings.
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Selecting an Account

The Basic, Group Membership and Device Access tabs appears when you
select a user account from the Menu. Use these tabs to edit this account’s
permission to view and manage devices and groups. The Device Access tab do
not appear for Administrator accounts as they have full permissions.

+ Basic

This tab lets you configure the user information, type and permission. An
example is shown below:

R

Click Apply if you wish to apply the changes you’ve made.

* Group Membership

This tab displays the group(s) the user account belongs to. An example is
shown:
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If you wish to add this user to a particular group, click Add on the top right
corner. A list of available groups will be displayed in the dialog box as shown
in the example below:

Add Group Membership >4
PNCIELTEY Wl () Enter keyword

No. | [JAN |GroupName 3 Type t Description $

1 o |e Administrator G1

] O | Group Admin Administrator

3 O | croup user User

4 O | admin Administrator

Check the box(es) you wish to add the user account to and click Add.

If you wish to delete the user from the group, check the box on the Group
Membership tab and click Delete.

Group Membership (@IS ] [ A | et
No. @A | Group Name 3 Type Description :

1 & | Groupuser User

ATEN Interational Co., Ltd. All ights reserved.
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+ Device Access

This tab displays the device(s) the user account has access to. An example is
shown:

£ Accounts )

s 1 O | Pe63246_Tvwall 00:10:74:A1:00: 1033166142 | PE6324G JSYD Data Center FAFIR1FIR1_AD3
3 R 00107420030 10316759 | PES32A®B AF—5t>rEL—AE—h 2019v2 A0

111Pages

ATEN lntermational Co. L. All ghtsreserved

To add device access for the account individually, do the following:

1. Click Add on the top right corner. The Add Device Access Rights dialog
window appears:

Add Device Access Right

—E wvoes [ ] 9]

2. In the 4/l column, check the boxes of the devices you want to allow the
user to access. When the user logs in, these devices will appear in the
sidebar.
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3.
4.

Note:

¢ [Ifauser is given more access rights via Group Membership, the
accessible devices will appear in Energy > Power Control > Device
tab.

¢ Administrators have full access rights by default; users have no device
or group access rights by default. User accounts only have access to the
Energy tab with view status and power control options.

Click Add. When you are finished, click X.

After adding devices they appear listed on the Device Access tab.
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Groups

This page displays the user groups you have previously created.

e _

Type t Description ¢
ERE Adminsrator 61 grow

O | Group Admin Adminisrator

O | Group User User

O |Testgow Adminisrator

ATEN Intemations Co, Ltd. All ighs reserved.

In the menu, you can also choose the “Domain Group” tab to show the groups
according to the domain.

Add User Group

To add a user group, click the + icon above the menu:

M Group Information A
Name

Name

Description

W Type
© aaministrator  Ouser
W Permissions
[ Analysis & Schedule
User Management
4 Device Management
[V system Management
M Log

View Only

Cancel

Enter the appropriate information and click Save.
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User Group

2 tabs will be shown (Groups and Group Members) in the interactive display
panel after clicking a user group in the menu.

+ Basic

You can configure the group’s information, type and permissions in this tab.
An example is shown:

Click Apply if you wish to apply the changes you’ve made.

+ Group Members

This tab displays all the group members of this group. An example is shown:

User Type

User

To delete the user from the group, check the box on the Group Members page
and click Delete.
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If you wish to add group members, click Add for the dialog window shown
below:

No. Oan Name $ User Type ¢

1 ] administrator Administrator x
2 | atenUK Administrator

3 O testuser_A Administrator

4 a testuser_B. Administrator

5 O testuser_C Administrator

6 ] testuser Administrator

7 O 1234 User

s o mf;gj574~\~\~wgi4u oo [

9 ] 2 User

10 O Viog-radius Administrator

1 O mike Administrator

12 O kvm Administrato

13 O testo1 Administrator

14 O heerochen User

15 ] 18 Administrator

16 O s Administrator o
1z ] 2 Liser

Check the box of the users you wish to add and click Add.

Domain Group

The page below is an example of the Domain Group:

£ oo
&3 row

rouptest

ATEN Intmstoss) Co. Lud. Al sigts resrve.

To delete a domain group, check the group’s box and click Delete.
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¢ Add Domain Group
To add a domain group, click the + icon for the dialog window below:

Add Domain Group P

Select the Authentication Server, check/uncheck the group’s type and
permissions and click Select User.

H Group Information
Authentication server

ad v

M Type
@ administrator - Ouser

B Permissions
W Analysis & Schedule
M User Management
M Device Management
M system Management
M Log

View Only

Cancel Select User

Select User

No.

Q, Enter keyword

CJAN | Group name Username $

Items/Page Page

Go

In folder ¢

0/0Pages

Description

In Auth group 3

Close

status 3

Select the user you wish to add by checking the box and click Apply.
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Authentication Services

Clicking the Authentication Services sub-toolbar brings you to the information
list. An example is shown:

IPiDomain Descripton 3

Clicking one of the servers in the menu allows you to configure the external
authentication server’s information or the password policy of the eco DC. By
default, the eco DC authentication service appears in the menu and cannot be
deleted.

Click eco DC in the menu and the Password Policy page appears:

M Password Policy

Minimum username length (1 ~ 64) Minimum password length (1 ~ 32)

1 1

[IPassword expires after (1~939)  Enforce password history (0 ~ 9)
days 0

[] Passwords must contain uppercase letters.
[] Passwords must contain lowercase letters.
[] Passwords must contain numbers.

[] Passwords must contain symbols.

Minimum username length | Enter the minimum number of characters required for
(1-64) usernames.

Minimum password length | Enter the minimum number of alpha/numeric characters

(1-32) required for passwords.
Password expires after Enter the number of days that can pass before users are
(1-999) forced to create a new password.
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Enforce password history
(0-9)

Enter the number of unique passwords that must be
used before an old password can be used again.

Password must contain
upper letters

Check this box to require users to have at least one
uppercase letter in their password.

Password must contain
lower letters

Check this box to require users to have at least one
lowercase letter in their password.

Password must contain
numbers

Check this box to require users to have at least one
number in their password.

Password must contain
symbols

Check this box to require users to have at least one
symbol (!, @, #, $, %, *, &, *) in their password.

External Authenticatio

n

Click any of the external authentication servers in the menu and the

configuration page for the server will be shown in the interactive display panel.
The page corresponds to the page shown in the Add Authentication Server page

below.

To add an authentication server, do the following:

1.

Click +. The Add New Authentication Server page appears:

‘Add Authentication Server DC

M Basic Information

Server name Server type

Active Directory ¥

Description

IPDomain

M SSL Mode
@ Donotuse SSL @

O Use SSL in Trust All mode

M Browsing Method
@ Browse with user credentials
Password

Username

User must input credentials when browsing

M Active Directory Connection Settings.

Port (1~ 65535)

Base DN
389

Save

Cancel

2. Inthe Basic Information section, key in a Server name and Description,

and select a Server Type:
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¢ Active Directory

M Active Directory Connection Settings

IP/Domain Port (1 ~ 65535) Base DN
389

W SSL Mode
@ Donotuse SSL @

© Use SSLin Trust All mode

M Browsing Method

(® Browse with user credentials

Username Password

© User must input credentials when browsing

Fill in the IP address, Port and Base DN.
Select Use SSL in Trust All Mode or Do not use SSL.

Select Browse with user credentials and enter the Username and
Password; or User must input credentials when browsing.

¢+ LDAP

IP/Domain Port (1~ 65535) Base DN
389
W SSL Mode
@ Do notuse SSL @
O Use SSLin Trust All mode

Il LDAP User Schema

Key attribute Object class Full name attribute

M Browsing Method

User RDN

@ Browse with user credentials

Username Password

O User must input credentials when browsing

Fill in the IP/Domain, Port and Base DN.

Select Use SSL in Trust All Mode or Do not use SSL.
Fill in the Key attribute, Object class, Full name attribute.
Fill the User RDN.

Select Browse with user credentials and enter the Username and
Password; or User must input credentials when browsing.
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¢+ RADIUS
M Basic Information
Server name Server type
RADIUS v
Description

Il RADIUS Connection Settings

IP/Domain Port (1 ~ 65535)
1812

M Authentication Settings

PAP -

Authentication type Shared secret Confirm shared secret

Fill in the IP/Domain, and Port.

Select the Authentication type and fill in the Shared secret and

Confirmed shared secret.

¢+ TACASC+

M Basic Information

Server name Server type

TACACS+ v

Description

IPIDomain Port (1 ~ 65535)
49

M Authentication Settings

PAP -

Authentication type  Shared secret Confirm shared secret

Fill in the IP/Domain, and Port.

Select the Authentication type and fill in the Shared secret and

Confirmed shared secret.

3. Click Save to save your settings.
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Sessions

The Session page lets the administrator see at a glance which users are
currently logged into the eco DC, and provides information about each of their
sessions.

ATEN oo a

.Q Sessions

No. Oan Username : Client IP 3 Login Time 3 Idle Time
1 administrator 10341138 2020106103 10:20:36 00:00:01

ATEN ltemmationsl Co, Ltd. All ight reserved

Note: 1. The Session page isn’t available for ordinary users.

2. The sort order of the information displayed can be changed by
clicking the column headings.

The meanings of the headings at the top of the page are fairly straightforward.
The Client IP heading refers to the IP address that the user has logged in from;
the Login Time tells you when the user logged in, and the /d/e heading lists how
long the account has been inactive.

This page also gives the administrator the option of forcing a user logout by
selecting the username and clicking End Session at the top right corner of the
main panel.
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Device

Overview

The Device tab allows you to configure each device and define your data center
by Data Center, Building, Floor, Room, and Rack. You can also define detailed
parameters, such as Device Threshold Settings, at the PDU and outlet level and
eco Sensors settings. See the following sections for more detailed information.

ATEN cooc o
[ =

No. Select | Devioe Name §

92999

B - v [n][21)

ATENTtersaiona Co, L. All ighs esrved

Note: 1. At least one rack must be installed and defined for eco DC to work.

2. Notall functions (such as outlet level monitoring) are supported by all
models. Please see , page 6, and your eco PDU User Manual for
details
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Installation

The Installation sub-toolbar options allows you to view and configure devices
and define the layout of your data center. This page opens to the Device tab in
the menu which lists all the devices in your data center:

[ e

— _

o Select

wAct e Ports
G ACTATZEIGE o0 000

2 72700 001 o011
1205 Aos A
3 2700 [ oo
LSZHL_06 408 B
= 0 1074128005 2700 0008 oo
5 001074128006 72700 0005 o011 Orine
5 G ACTATZET T 0% oG
1205 At0A 7 & To74125008 2700 0007 Towi
© 05 a8 0 1074128008 2700 0008 oo o B2
ol y— g X G 0THTZE010 2700 0008 To0e11
o 5 CRE 72700 = o011
7 X G ACTATZETE T o o011
= 5 G OTHTZETS 2700 [ oo
B A 1074128 72700, [T 60011
0 5 G 0THTZE0TE 2700 = To0e11
3 X w07 2700 [ To0e11
C e ® ] CAOTATZBAT 2700 [ o011
7 X G 0THTZE0TE 2700 =g To0e11
@ 0 meE
w 5 0T TzEe 2700 = oo
@ sz osasa
0 R 001074128020 72700 w0ts 100911
| (R = 5 LR 2700 o oo
© sz aea = X G CTATZRZE T 0z o011

@ 15205 M6

= e G ORI e [3][3]

ATENTmerasions Co, L Allnghs e

Adding Devices
To add devices, do the following:

1. On the sidebar, click +. The New Device page appears to configure
parameters and search for devices on the network:

Step 1 Search PDU Devices >
Device Type start IP (v4) Search number (1~ 1024)
ATEN PDU v . i

Il Default SNMP Agent Settings
Port (1 ~ 65535) Timeout (100 ~ 5000) Retry (1~5)

161 200 ms 3

SNMP version  Write community

Ve v administrator

2. Inthe Search PDU Devices section, select the device type (ATEN PDU,
ATEN UPS, etc.) from the drop-down menu, key in the Start IP (v4) and
Search Number.

3. Enter the information under Default SNMP Agent Settings and click Next.

4. When a list of devices appears, check the device boxes and click Add.
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Devices

The Devices tab lists all the PDUs in your data center. You can select devices
to configure the settings by selecting them in the sidebar, or by double-clicking
the devices in the main panel. When a device is selected, its first tab appears:

Device
M Device Info
B SNMP Agent Settings
Device Info This section displays the Name, IP/Domain, Model and
Rack information for configuration.
SNMP Agent Settings Configure the SNMP Agent settings here.
Threshold Set the device threshold settings (min.—max), using the

parameters provided, for:
¢ Aggregate Current

* Voltage

¢ Aggregate Power

+ Aggregate Power Dissipation

Note: For these settings to appear click the Advanced
Settings radio button.

Sensor Location Type

Select the sensors’ locations from the drop-down menus.

Door Sensor Type

Select the door sensor type from the drop-down menu.

Apply

Click Apply to save the settings.
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Bank
M Device Info
IP/Domain Mode Rack
M Threshold Settings Apply to all Banks
Bank name
Bank1 ¥ Bank_1
Current (min - max): A - 1T8 A (0.0~ 18.0)
Voltage (min -max): | 2101 v - | 2200 V| (90.0 ~260.0)
Power (min - max): W - oLEEae
Power dissipation {(min - max): KWh - 989969
Discard Apply

Device Info This section displays the device Name, IP/Domain, Model and Rack
information.

Threshold Enter the bank Name, and use the drop-down menu to configure
multiple banks individually, or check Apply to all banks to configure all
banks with the same settings. Set the outlet threshold settings (min.—
max), using the parameters provided, for:
¢ Current
* Voltage
¢ Power
¢ Power Dissipation
Note: Depending on your device, not all these options may be
available.

Apply Click Apply to save the settings.
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Outlet
M Device Info
IPiDomain Mode! Rack
M Threshold Settings Apply to all Outlets
Outlet name
Outlet 1 * Outiet_1
Current {min - max): A - 100 A | {0.0~18.0)
Voltage (min - max): | 2101 v - ozmn (90.0 ~ 260.0)
Power (min - max): W - 0DE20 0.0 ~ 9999.9)
Power dissipation (min - max): kWh - SDE0ED KWh | (0.0~99999.0)
Outlet Configuration
Shutdown method MAC Delay ON (s) Delay OFF (s)
Kill the Power - ] Q
Discard Apply
Device Info This section displays the device Name, IP/Domain, Model and Rack
information.
Threshold Use the Outlets drop-down menu to select the outlet to configure, or
use Apply to all outlets to configure the same settings for all outlets.
Set the outlet threshold settings (min.—max), using the parameters
provided, for:
+ Aggregate Current
¢ Voltage
¢ Aggregate Power
¢ Aggregate Power Dissipation
* Select one of the three choices for the Shutdown Method from the
drop-down menu — see Shutdown Methods, page 81, for details.
¢ Set MAC address and Delay Time On/Off for the selected method.
Apply Click Apply to save the settings.

Shutdown Methods
The three available shutdown methods are explained in detail below:

+ Kill the Power — If this option is selected, the device waits for the amount
time set in the Power Off Delay field, and then turns the Outlet's power
Off. Turning the power off performs a cold (non-safe) shutdown.

¢ Wake on LAN — This is a Safe Shutdown and Restart option. If this is
selected, when an Outlet is turned Off, the device first sends a message to
the computer telling it to prepare for a shutdown; it then waits for the
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amount time set in the Power Off Delay field to give the OS time to close
down before the computer is powered down to standby mode.

Likewise, when the Outlet is turned On, the device waits for the amount
time set in the Power On Delay field, then sends an Ethernet message to
the computer connected to the Outlet telling the computer to turn itself On.

Note: For Safe Shutdown and Restart, the computer must be running
Windows (Windows 98 or higher), and the Safe Shutdown program
(available by download from our website), must be installed and
running on the computer.

System after AC Back — This is a Safe Shutdown and Restart option. If
this is selected, when an Outlet is turned Off, the Device first sends a
message to the computer telling it to prepare for a shutdown; it then waits
for the amount time set in the Power Off Delay field to give the OS time to
close down before the computer is powered down.

When the Outlet is turned On, the device waits for the amount time set in
the Power On Delay field, then sends power to the server. When the server
receives the power, it turns itself on.

Note: For Safe Shutdown and Reboot, the computer must be running
Windows (Windows 98 or higher), and the Safe Shutdown program
(available by download from our website), must be installed and
running on the computer.
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Sensor

M Devics Info

Name 1PiDomain Model Rack
M Threshold Settings Apply to same Model
Sensor 1
Temperature (min - max): | -10.0 C 5600 C
Humidity {(min - max): | 15.1 % - 040 %
Pressure (min - max): | -2400 Pa - 2400 Pa
Sensor 2
Temperature {min - max}: | -19.9 c 50.8 <
Humidity {min - max}: | 15.1 % - | o4p %
Pressure {min - max}: | -249.0 Fa | - | 2400 Pa | {-250.0~350.0)
Sensor 3
Temperature (min - max): | -10.8 c - | see <
Humidity (min - max}: | 15.1 % - | p4p % | (15.0~95.0)
Pressure (min - max}: | -240.0 Pa |- | 2400 Pa
Sensor 4
Temperature {min - max): | -12.8 - | =0 c
Humidity {min - max): | 15.1 % |- | edp % | {15.0~950)
Pressure [min - max): | -248.0 Fa | - | z400 Pa | {250.0~250.0)
Discard Apply

Device Info

This section displays the device Name, IP/Domain, Model and Rack
information for configuration.

Threshold This section provides the threshold settings for Sensors 1-4. Check
Settings Apply to same Model to use the same settings for all sensors
connected to the same PDU model as the one you are configuring. Set
the sensor threshold settings (min.—max), using the parameters
provided, for:
¢ Temperature
¢ Humidity
¢ Pressure
Apply Click Apply to save the settings.
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POP

Depending on the ATEN PDU model, this tab may or may not appear, and
different options will be available. Please refer to the user manual of the ATEN
PDU selected for instructions on the available options.

W Device Info

Name IP/Domain Model Rack

Il POP (Proactive Overload Protection) Settings
¥ Enable Qutiet POP

i Enable Bank POP LIFO Mode

K4 Enable Bank POP Priority Mode

Bank POP Priority List

Priority Outlet
1 Outlet-1 v
F Outlet-2 v
3 Outiet-3 v
= Outlet-4 v
5 Outlet-5 v
6 Outiet-§ v
7 Outlet-7 v
] Outlet-5 v

Device Info This section displays the device Name, IP/Domain, Model and Rack
information for configuration.

POP This section provides the settings to configure Proactive Overload

(Proactive Protection for outlets. Check the Enable POP modes to use these

Overload feature. See the user manual of the selected PDU for details of the

Protection) POP features and how to configure the settings.

Settings

Apply Click Apply to save the settings.

84



Chapter 6. Device

UPS

If you choose a UPS device, this tab will appear.

=

M Device Info
Name
wps9122

W SNWP Agent

161

SNMP version

v v

Security level

Auth Priv

Auth protocol

Port (1~ 65535)

1P/Domain Model
10.091.22
Settings

Timeout (100 ~ 5000) Retry (1~5)
200 ms 3

Usemame

user0t

] Set auth password

MD5 -

Privacy protocol ] Set privacy password
DES v
M UPS Rated Information

Rated VA (VA) Rated output voltage (V)

W Alarm Control

®on off

UPS FW version

Rated battery voltage (V)

20

Device Info This section displays the device Name, IP, Model, Rack and UPS F/W
version information.
SNMP Agent | For fields that can be entered, enter a parameter between the specified
Settings range. For fields that have drop-down menu, select from the available
options.
Apply Click Apply to save the settings.
Battery

The battery tab allows you to do battery self-test for the UPS.

M Device Info

Name IP/Domain Model

M Battery Selftest
Battery test type

©® 10-second seff-test
) Deep discharge test

Minute self-test Min(s)

Device Info

This section displays the device Name, IP, Model, and Rack information.

Battery
Self-test

Select the test type and click Start to start the test.
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Layout

The Layout tab is for configuring the layout of your data center. The sidebar
provides a tree-view list of the data center and its building(s), floor(s), and
room(s).

B estaistion
123/123 217.62 5.33

v | BuidngA

< Foors

&3 TechRoom S

Each level of the layout provides energy and basic information about that level
of the data center. This information includes the number of PDUs, the average
voltage, average aggregate power, and the number of buildings, floors, rooms
and racks.
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Adding Layout

There is a hierarchy which must be followed when adding the layout, meaning
you must add one before the other, in this order: Data Center - Building -
Floor - Room. You can add multiple Data Centers with multiple buildings,
floors and rooms. At the room level you can configure the racks which contain
the PDUs.

To add a layout, do the following:

1. On the menu, click +. The Create Data Center Layer window appears:

Add Data Center Layer X

Type

Data Center ¥

Name

Close

2. Use the drop-down menu to select the Type: Data Center. Key in the
Name, Country, City and Address. Click Apply.

3. In the menu, select the Data Center and click + again. Use the Type drop-
down menu and select Building. Key in the Name, Country, City and
Address. Click Apply.

4. In the menu, select the Building and click + again. Use the Type drop-
down menu and select Floor. Key in the Name, Country, City and
Address. Click Apply.

5. In the menu, select the Floor and click + again. Use the Type drop-down
menu and select Room. Key in the Name, Country, City and Address.
Click Apply.

6. You can add additional buildings, floors and rooms at each level. Once the
Rooms have been added, you can select them to add racks to your data
center.
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Adding Racks
To add racks to a room, do the following:

1. In the sidebar, select a Room. A grid appears:

E Installation
Layout Tech Room 88 100% v |13 m

+ 6D e
o

v @l ATEN S

v Il BuildngA
v <* Floor 8

&» Tech Room 5

<5 TechRoom & [

2. Click Edit. A page appears to add racks to the room. Use the bar options to

3.

Select and Change, Zoom and Pan, Auto Fit, and set the Layout’s grid size.

Tech Room 88 N [oo% v |03 @[30 v

Right-click on a square and how the rack is to be positioned:
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Add Rightward Rack
Add Downward Rack
Add Leftward Rack

Add Upward Rack

Create New Rack(s)

Count 1

Cancel Apply

4. Enter the number of racks to add, and click Apply. The racks appear in the
position that you selected. You can drag-and-drop, delete, copy, and paste
racks. Add racks until you’ve completed the design of your data center.

N & | wo% v |C31 B 0x20
|
|
||
|

5. To add devices, double-click a rack and click +.
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Cancel Add

6. Select the device(s) and click Add.
7. After adding all the devices to each rack, click Exit.

8. On the Room page, click racks to view the list of devices. Racks without
devices appear gray.

@ Loz _os_a17_a
@ L3 o5 a5 E

@ rem o5 Ale s

@ s s ER B
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Data Group

The Data Group sub-toolbar option allows you to create groups of racks,
devices or outlets for power management control. The menu and the main
panel /ists groups that have been created. The first three groups
(BUILTIN_RACK, BUILTIN DEVIC, BUILTIN OUTLET) contain all
units in their Group Unit and cannot be deleted.

wn
S Data Group

To define a group, do the following:
1. On the sidebar, click +.The Add Data Group page appears:

Group unit
Rack w

Cancel Save

P

2. Key in the Group Name and select the Group Unit: Rack, Device, or
Outlet.

3. Click Save.
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4. The Group appears in the menu, and opens to the page where you can add
Racks, Devices, or Outlets.

5. Click Add. The Add Data Group Member page appears:

Data
Available Lt e e _
No All Data Center Name 3 Path $
lems/Page Page 1 1/1Pages

6. Use the tabs to find racks, devices, or outlets to add to the group. The tabs
that appear depend on the Group Unit type that was selected.

7. Click Apply.
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Firmware Upgrade

The Firmware Upgrade sub-toolbar option allows you to add firmware
upgrade files and then create tasks to apply the update to the appropriate
devices.

To add a firmware file and schedule an upgrade task, do the following:

1. On the main bar, click Add.The Add Firmware File page appears:

Add Firmware File

name | Choose File | No file chosen

Cancel Apply

2. Key in the Description and click Choose File and browse to select the
firmware upgrade file.

3. Click Apply.
4. On the menu, select Upgrade Tasks.

ATEN conc™ (]

o, Firmware Upgrade

Firmware Upgrade Task

No. Al |Tites Status 3 LastRun 3 Next Run 3
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5. Click Add Task. The Firmware Upgrade Task page appears:

Firmware Upgrade Tazk x

M TaskInfo

Task Name

Select Firmware

Scheduling

Scheduing Check Firmware Version

No. Select | Model 3 Pt MAC § FW Version 3

Cancel Apply

6. Key in the Task Name, select the Firmware File from the drop-down menu
and click Scheduling to choose a date/time to run the task.

7. Select Check Firmware Version to have the upgrade check the devices
firmware version before it installs. If the current firmware on the device is
more up-to-date than the one being applied, the firmware will not be
installed.

8. Click Apply to save the scheduled firmware upgrade.

Run Upgrade Task Now

If you want to run a firmware upgrade straight away, check the task and click
Run Now on the bottom right corner of the page. An example is shown below:

Firmware Upgrade Task [ Add Task H Modify ” Delete |
No. CJan Title ¢ Status ¢ LastRun ¢ Next Run $
1 PE_7_8 9 1.4.132_FWUpgrade_test Scheduled N/A 2025-01-31 17:50:00

[ Run Now |
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Power Meter

The Power Meter sub-toolbar option lets you create Power Measurement
Points. Power Measurement Points allow you to use Non IT Facility Energy
data to compare to the data center’s IT Power data obtained from the ATEN
PDUs. This information is used to calculate the PUE. You can obtain Non IT
Facility Energy data from third-party power meters via URL: https://IP:Port/
PowerMeter.json?, or a simple power estimation.

Method/Ectimation Power type Unit 3

Power Measurement Point 1
0 Non IT Power

Power Measurement Point 2

ttpfwncaten.com

To create a Power Measurement Point, do the following:

1. On the sidebar, click +. The Add Power Measurement Point page appears:

Add Power Measarement Point

yyyyyyyy

Cance
4

2. Key in the Name and Estimation (amount), select the Type, Power Type,
and Unit.

3. Click Save.
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Tools

The Tools sub-toolbar options includes two menu functions: Search &
Recovery and Bulk Configuration.

1T Toon

Search & Recovery

W Search Network For Device Recovery

Device Type
ATENPDU v

1P Address (v4)

M Defauit SNMP Agent Settings
Port (1~ 68535) Timeout (100 ~ 5000) Retry (1~5)
101 20 m | |3
SNMP version  Writs community

e v administator

Search & Recovery

This tool searches the desired network and recover offline devices if possible.
It will scan the specified IP address(es) to find matched device(s) that was
offline and update its network settings (IP, port, SNMP parameters, etc.) to
bring it online.

Bulk Configuration

If you wish to configure certain settings in a bulk, use this menu.

M Bulk Device Configuration
[] Administrator password (i ]

Confirm password

[] Enable HTTPs only Yes (i ]
[] HTTPs port (i ]
[] Time Zone [GMT+08:00] Perth (i ]
[ Daylight saving time No (i ]
[] Enable auto time adjustment Yes (i ]
[] Preferred customer NTP server Yes 0
[] Preferred NTP server IP address (i ]
[ Adjust time every days i ]
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To bulk configure:

1. Check the checkbox of the setting you wish to bulk configure and alter the
setting (drop-down menu or enter information into the field).

2. Click Continue. The system will display a list of devices for bulk
configuration.

Bulk Device Configuration Tool

Qualified Devices  [@IISNCISAE] M Configure all qualified devices

No. [] Select | Device Name Location $ IP/Domain $ Model $ FIWVert | Result$

1 O |iszHios et JSYD Data CenteriBuiding-A\F81Room-801\LSZHL_08_E11 | 10.0.90.180 PEB316C | 1.0.091.1 n
2 O LSZHL_08_E11_A JSYD Data Center\Building-A\F8\Room-801\LSZHL_08_E11 10.0.90.180 PE8316G 1.0.001.1

3 O |isziioseos JSYD Data ConteriBuiding-AFF81Room-8011LSZHL_08_E10 | 10.0.90.180 PEB316G | 100911

4 ] LSZHL_08_E10_A JSYD Data Center\Building-A\F8\Room-801\LSZHL_08_E10 10.0.90.180 PE8316G 1.0.091.1

5 O LSZHL_08_E09_B JSYD Data Center\Building-A\F8\Room-801\LSZHL_08_E09 10.0.90.180 PE8316G 1.0.091.1

6 O |iszii_os koo A JSYD Data CenteriBuiding-A\F61Room-801\LSZHL_08_E09 | 10.0.90.180 PEB316G | 100911

7 |m} LSZHL _08_E08_B JSYD Data Center\Building-A\F8\Room-801\LSZHL_08_E08 10.0.90.180 PE8316G 1.0.091.1

8 O |iszHios Fosa JSYD Data CenteriBuiding-AFF5\Room-501\LSZHL_05_E04 | 10.0.90.180 PEB316G | 100911

9 O |isziios hors JSYD Data CenteriBuiding-A\F4\Room-401\LSZHL_04_HO7 | 10.0.90.180 PEB316C | 1.0.001.1

10 O LSZHL_04_HO7_A JSYD Data Center\Building-A\F4\Room-401\LSZHL_04_HO07 10.0.90.180 PE8316G 1.0.091.1

11 O |isziios cos s JSYD Data CenteriBuiding-A\F5\Room-501\LSZHL_05_E04 | 10.0.90.180 PEB316G | 100911

12 |m} LSZHL_04_H08_B JSYD Data Center\Building-A\F4\Room-401\LSZHL_04_H08 10.0.90.180 PE8316G 1.0.091.1

13 O  |iszHi_os_Hos A JSYD Data ContoriBuiding- AF4\R0om-401\LSZHL_04_HO8 | 10.0.90.180 PEB316G | 10.091.1

14 O  |isziios eos s JSYD Data CenteriBuiding-A\F5\Room-501\LSZHL_05_E03 | 10.0.90.180 PEB316C | 1.0.001.1

15 O LSZHL_04_H05_B JSYD Data Center\Building-A\F4\Room-401\LSZHL_04_HO05 10.0.90.180 PE8316G 1.0.091.1 v
16 1 liszi o4 hos 8 JSYD Data CenteriBuiding-AFF4\Room-401\LSZHL 04 H06 | 10.0.90.180 PEB316G_ | 100911

IIems/Page Page -- 1/23Pages [E > ‘

3. Check the checkbox of the devices you wish to bulk configure and click
Apply. The system will ask if you would like to continue.

Are you sure to configure the selected devices?

No

4. Click Yes to complete bulk configuration.
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System

Overview

The System tab allows you to set system, database and events settings for the
eco DC software.

General

This General sub-toolbar selection allows you to configure various system
parameters:

ATEN ecoDC™ ,"

System
- r:
¥ General

Server

M Server Information
Device
Name

Ry WIN2012-AAAA

SMTP Current time

Syslog 2020-05-22 00:41:10

License Time zone

(GMT-8:00) Pacific Standard Time

Security

Certificate Unexpected disconnect timeout

3 minutes
Miscellaneous

Health W Server Settings

HTTP port (1 ~ 65535)
5080
HTTPS port (1 ~ 65535)

5443

Device port (1 ~ 65535)
5001

ATEN Co., Ltd. All rights reserved.

Server
Allows you to view and configure basic eco DC server settings.

¢ Provides the Server Information: Name, Current Time, and Timezone.

¢ Unexpected disconnect timeout shows how long the eco DC will wait
when a user loses connectivity before ending the session.

¢ Configure the Server Settings: HTTP Port, HTTPS Port, Device Port.
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Device

Allows you to configure the default settings related to eco DC’s relationship
with devices it connects to.

M Device Access
Allow remote outlet control
Enable alert for Neutral Leakage Current
[#1 Synchronize device & outlet name
[[] Treat ATEN smart PDU as IT Power
I Default SNMP Agent Settings

Port (1 ~ 65535) Timeout (100 ~ 5000) Retry (1~5)
161 200 ms 3

SNMP version ‘Write community
v2c v administrater
M Energy Box Voltage
@ Custom (90 ~260) | 123 v
(O Link to the device

O Link to a random device

H PDU Offline Detection

[ Enable dedicated PDU offline detection
Detection periods (3 ~ 30)

seconds

¢ Use the check boxes to:
+ Allow remote outlet control.
+ Enable alert for Neutral Leakage Current.
* Synchronize device and outlet name.

¢ Treat ATEN smart PDU as IT power. Checking this option means all
the power from ATEN PDUs will be treated as IT Equipment Energy
when calculating the data center's PUE.

¢ Set the Default SNMP Agent Settings: Port, Timeout, Retry (1~5), SNMP
version, and Write Community.

¢ Use the Energy Box Voltage radio button to select a voltage:

¢ Custom (90~260) — enter a custom voltage number.

+ Link to the device — click browse and select a energy box.

+ Link to a random device — an energy box is selected for you.
¢ Use the PDU Offline Detection to configure the function.

¢ Check the Enable dedicated PDU offline detection to enable the
function.
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+ Enter the detection period in the field (3~30)
¢ Click Apply to save the settings.

SNMP trap
This section sets the SNMP trap server settings.

B SNMP Manager | Enable

P Port (1 ~ 65535)

SNMP version Community

B SNMP Manager Il Enable

P Port (1 ~ 65535)

SNMP version Community

Discard Apply

¢ SNMP Manager I — Check Enable to configure the first SNMP server:
+ Enter the [P address, Port SNMP version and key in the Community.

* Click Test to attempt a connection.

¢ SNMP Manager Il — Check Enable to configure the second SNMP server:
+ Enter the IP address, Port SNMP version and key in the Community.

¢ Click Test to attempt a connection.

¢ Click Apply to save the settings.

101



eco DC User Manual

SMTP

Use these settings to have the eco DC email reports from an SMTP server.

SMTP

M Report From SMTP Server /] Enable

This server requires a secure connection(35L)

Server

10.0.92.116

Port (1~ 65535)
465

Send from
kvmmail@smip2016.com
This server requires authentication

Account name

kvmmail@smtp2016.com

[ set password

If required, check This server requires a secure connection (SSL)
Check Enable to receive reports from the SMTP server.
+ Enter the IP address, Port, and Send from (e-mail address).

* [Ifrequired, check This server requires authentication and key in the
account name and password.

Click Test to attempt a connection.

Click Apply to save the settings.
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Email Notification

*

No.
1

Email Notification
Email Notification Enter keyword

CIAN | Subje
[J | Power Control Notificatio

Language ¢

Japanese

This tab allows you to setup email notifications.

Click Add for the email notification configuration window:

+ Enter the subject, recipients (multiple recipients option available) and

language in the Information tab.

¢ Check the checkbox of the notification events you wish the system to

notify in the Event List tab.

¢ Click Apply to add this notification to the system.

Check the checkbox of a current notification and click Modify to modify
the configuration. Click Apply to save the configuration.

Check the checkbox of a current notification(s) and click Delete to delete.

Check the checkbox of any current notification and click Test (bottom

right corner) to test if the system sends the notification.
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Syslog

Use these settings configure the Syslog server settings.

M sysiog Settings  #/ Enable Test

Server
Port {1 ~ 65535)
514

Protocal

= ] This server requires a secure connection (S3L)

Language

English

Discard Apply

* Syslog Server — Check Enable to use a Syslog server.
+ Enter the Server, Port, and select the Protocol and Language.
¢ When TCP protocol is selected (if needed), check This server requires
authentication.

¢ Click Test to attempt a connection.

¢ Click Apply to save the settings.

License

This page displays license information about the eco DC software.
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Security

Use these settings configure the eco DC security settings.

Il Lockout Policy

Lockout users after invalid login attempts
Maximum login failures (1 ~ 100)

5
(©) Require manual unlock

(@ Unlock after (1 ~ 1000) 1 minutes

M Single Sign On Settings

Enable single sign on
Username field

ecoDC_SSO _user

Password field

ecoDC_SS0_pass

¢ Lock Out Policy — sets the user login policy. To use this feature, check

Lockout users after invalid login attempts.

* Key in the Maximum login failures (1~100) that users are allowed

before their account is locked out.

+ If you want to require the administrator to unlock a user’s account,

select Require manual unlock.

¢ Ifyou want a user’s account to unlock after a specific amount of time,
select Unlock after (1~1000) and key the number of minutes.

Single Sign On Settings — Check Enable single sign on if you wish to

enable this function (allow users from another web application to log in
eco DC automatically through a form-based authentication).

* Key in the Username field identification string and Password field

identification string for the single sign on account.

¢ To integrate, please refer to SSO HTML on page 127.

+ Click Apply to save the settings.

105



eco DC User Manual

Certificate

This section provides information and allows you to update the certificates.

M Certificate Information
Subject
Ch=Aabe
Issuer
Ch=Aabe

Validity period

Serial number

SAEDASTE

SHA-1 thumbprint
6004 D7D 1081 8537 78BS CF5C 0841 0262 CF50 2DAS

¢ Certificate Information— provides information about the certificate:
Subject, Issuer, Validity Period, Serial Number and SHA-1 thumb print.

* Click Get CSR to save the certificate file (csr.cer) to a convenient location
on your computer. This is the file that you give to the third party CA to
apply for their signed SSL certificate.

+ Click Update to import a certificate.

Update Server Certificate

8 Create a new self-signed 55L server certificate.

Key length
2048 w

Common name

Organization

Organizational unit

City or location

State or Province

Country
Afghanistan -

Import a signed $5L server certificate

Certificate | Choose File

Import private key and certificate

Private key | Choose Filz

Private certificate | Chooss File

Cancel Apply
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1. There are three types of certificates to select from:
* Create a new self-signed SSL server certificate:
Select the Key Length.

Enter the Organization, City or Location, State and Country
information.

¢ Import a signed SSL server certificate:
Certificate — click Choose File to upload the file.

* Import Private Key and Certificate:
Private Key — click Choose File to upload the file.

Private Certificate — click Choose File to upload the file.
2. Click Apply.
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Miscellaneous
This section configures default options for the eco DC interface.

M System Preference

®@Celsius O Fahrenheit

Currency
s v
Ml Default Unit For Report
1kWh generate CO2
18 KG C02
Electricity cost
16.0 $IkWh
CO2 cost
28.0 $iton
M Default Rate For Billing
@ SingleRate | 123.0 SIKWh
O Dual Rate
Peakfrom  Duration (1~23) Rate
Peak from hours SIkWh

Non-Peak rate
S/kWh

M Data Group Option For Charts

[Keep corresponding history data for charts, even if the data group has been changed

Discard Apply

* System Preferences — sets the default Temperature Unit and Currency. You
can choose “User defined currency” from the Currency drop-down menu
and enter the unit into the field the follows.

* Default unit for report — sets the default 1kWh generate CO2, Electricity
cost, and CO2 cost units to use for generating reports.

*  Default rate for billing — sets the default Single and Dual-Rate units for
generating custom reports.

¢ Data Group Option For Charts — check the checkbox under this option to
keep historical data for charts.

+ Click Apply to save the settings.
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Health

This section provides System, Device and Database information.

B System

05  Windows Server 2012 64 hit

Java  1.8.0_161 84 bit

eco DC  1.0.085

Running 1 days

M FOU Devices

(started from 2013-04-10 12:15:58)

PDU sampling period 20 seconds @)

Quanty oo N 115

M Database

Offire | 18

Conflicted 0

Detached 2 ()

e

536.63

Data DE Type
Data DB
Log DB
Daily Backup

Storing Interval

* System — displays information about the local operating system, Java

300 seconds @)

version, and eco DC version.

MB/day 196.49 GB 374.95 day:
Buiit-in

1zzvisreme  usen [ Free 20120585 ME @
84015 MB vser | Free coizooss ME @
2e04100ve useD [N Free 20120626 ME @

¢ PDU Devices — displays the PDU sampling period, and information about
devices the eco DC is currently managing.

¢ Database — displays statistics about the database the eco DC is managing,
including the storing estimations, available storage, storage location, daily
backup and disk space used. Details about the Database are provided in the

next section.
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Database

This Database sub-toolbar selection allows you to configure settings related to
the data stored by the eco DC.

S Dasbase

Aecess
M Data Sampling Settings
Mzintenance e

Fastest v

Use MySQL database

P for remote database

Port {1 ~ 85535)

Discard Apply

Access
The Access section, shown above, configures how the data is managed.

¢ Use the PDU sample rate drop-down menu to select how fast the eco DC
collects data about devices.

¢ Desired space consumption — use the drop-down menu to select, on
average, how much disk space you want to utilize for data.

¢ Use built-in database — select this option to save eco DC data on the local
computer’s disk drive. By default, the eco DC will choose its own
directory to save database files, or you can check User specified local
folder to choose your own location to save the data.

+ Use MySQL database — select this option to use an SQL database to save
eco DC data. Check IP for remote database and key in the IP address,
Port, Username and Password.

¢ Click Apply to save the settings.
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Maintenance

Use Maintenance to configure how the database is maintained.

M Database clean up option

Keep datafor(6~60) | 28 Manths

¢ Database clean up option — enter the number of months you want the eco
DC to save data before it begins deleting old data. Key a number between
6 and 60.

¢ Database daily backup — to create a backup of that day’s eco DC data,
check User specify local folder and key in the directory. If no location is
entered the backup will be saved to the default directory:
C:\ecoDC\data\EcoDC_dailyBackup

Note: It is strongly recommended that you use the same directory for daily
backup and the database backup (see Database Backup on page 122). If
any of the data is backed up to a different location, you may lose this bit
of data when restoring the database.
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Events

The Events sub-toolbar selection allows you to set which system messages to
use and where to save them.

o

e _

og CIN [ syslog [J SNMP Trap

everity No. |Event?

o

1 AlSystem Events

A
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QR C QR & &
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¢ In the main panel use the check boxes to select which Event type to save
and where to send them, options are:

* Log — saves the events to the eco DC’s System Log which can be
viewed on the Logs toolbar option.

¢ E-mail — sends the events that are checked to the e-mail address
specified under SMTP settings (see SMTP, page 102).

* Notification — sends the events that are checked to the notification
panel which can be found on the sub-toolbar by clicking the
Notification icon (see Settings, page 17).

* Syslog — sends the events to the Syslog server specified under System -
General settings (see Syslog, page 104).

* SNMP Trap — sends the events to the SNMP server specified under
System - General settings (see SNMP trap, page 101).

¢ Click Apply to save the settings.
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Settings

Use the event Settings to configure how events are managed.

H Maintenance
Keep days {7 ~ 1096)

£l

B SNMP Trap Receiver
Port (1 ~ 65535)
162

Community
¥ Receive SNMPv1 & SKMPvZc trap

Username
¥ Receive SNMPY3 trap
Security level

Auth protocel Set auth password

Privacy protoco Set privacy password

* Maintenance — key in the number of days you want the system to keep
event logs for before they are deleted, Options are 7 to 1096 days.

¢ SNMP Trap Receiver — to use an SNMP Trap Receiver to receive device

logs from PDUs, enter the required server information.

¢ Click Apply to save the settings.
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Chapter 8
Log

Overview

The eco DC keeps a record of transactions that take place on its installation.
The System Log and Device Log pages provide an array of filters and functions
that allow you to view and export the log file data. To set the number of days
the event log stores, see Settings, page 113.

ATEN econc B
©3 SveemLos

urrpoges v |[01]

System Log

¢ Clicking the System Log sub-toolbar button refreshes the log list with the
latest events.

*

Recent Logs —key in search terms and click Search to find specific events.

*

Items/Page — this drop-down menu at the lets you set the number of events
to display per page. Choose between 25 to 400 events.

*

Page — depending on the items per page selected, this box allows you to
key in a number and jump to that page. Click Go to jump to the page.

*

First Page / Last Page — these two buttons on the bottom bar allow you to
skip to the first and last log page. Between these buttons shows the page
displayed and the total number of pages.
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* Previous / Next — these two buttons on the bottom bar allow you to move
backward and forward to view event log pages. Between these buttons
shows the page displayed and the total number of pages.

¢ Save — click to save a system_log.cvs files which contains a list of the logs
currently being displayed in the main panel. Check Save all pages to save
all of the events currently logged by the eco DC.

Device Log

The Device Log lists events sent from the devices added to the eco DC. The
features and functions of the Device Log are essentially the same as the System
log, as described above. See System Log, page 115 for details.
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Technical Support

International

¢ For online technical support — including troubleshooting, documentation,
and software updates: http://eservice.aten.com

+ For telephone support, see Telephone Support, page ii.

North America

Email Support support@aten-usa.com

Online Troubleshooting http://eservice.aten.com

Technical Documentation

Support Software Updates

Telephone Support 1-888-999-ATEN ext 4988
1-949-428-1111

When you contact us, please have the following information ready beforehand:
¢ Product model number, serial number, and date of purchase.

¢ Your computer configuration, including operating system, revision level,
expansion cards, and software.

¢ Any error messages displayed at the time the error occurred.
* The sequence of operations that led up to the error.

¢ Any other information you feel may be of help.
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Trusted Certificates

Overview

When you try to log in to the device from your browser, a Security Alert
message appears to inform you that the device’s certificate is not trusted, and
asks if you want to proceed.

(2 This site isn't secure [T

This site is not secure

This might mean that someone’s trying to fool you or steal any info you send to the server. You should
close this site immediately.

@ Close this tab

@ More information

The certificate can be trusted, but the alert is triggered because the certificate’s
name is not found on the Microsoft list of Trusted Authorities.

(2 This site isn't secure L]

This site is not secure

This might mean that someone’s trying to fool you or steal any info you send to the server. You should
close this site immediately.

& Close this tab
® More information
Your PC doesn’t trust this website's sacurity certificate.
The hostname in the website's security certificate differs from the website you are trying to
visit.

Error Code: DLG_FLAGS_INVALID_CA
DLG_FLAGS_SEC_CERT_CN_INVALID

% Go on to the webpage (not recommended)

You can ignore the warning, click More information and click Yes to go on.

Note: To avoid users having to go through the certificate acceptance prompt
each time they log in, you can use a third party certificate authority (CA)
to obtain a signed certificate. Refer to Import a signed SSL server
certificate:, page 107 under Certificate, page 106 for more details.
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ecoDC Utility

The ecoDC Utility gets installed as part of the eco DC installation procedure.
It allows you to configure a number of the eco DC’s parameters from the
desktop of the computer that the eco DC runs on, without having to invoke the

browser GUI.

To run the program in Windows, click the Start menu, navigate to the ecoDC

entry, and select ecoDC Utility:

CutePDF

DbMigrate Tool

'™ ecoDC Utility

Java Version Checker

5 Uninstall ecoDC

New

Evernote

Excel

Feedback Hub
FileZilla FTP Client

Fuji Xerox Print Extension

GanttProject

Get Help

o & @ m
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When you run the program, a screen similar to the one below appears:

& eco DC Utility . o X

System Settings | Backup | Restore | View Licenses

Ready for operation.

Web Server Settings
Ports

HTTP: [50 HTTPS: [443 Apply.

JVM Information

WV ersion |JRE
ice[C 502

180_211 (320
1.8.0_2 i
T

Import Certificate
Private key: Browse ..
Apply
Certificate: Browse ...
Administrator Management

Username: administrator

Exit

The Utility offers four tabs: System Settings, Backup, Restore and View
Licenses. Each of the tabs is described in the sections that follow.

System Settings

Apache Tomcat is the program that serves the eco DC’s web pages. The eco
DC’s installation programs asks you to specify the ports that Apache Tomcat
listens on for web requests.

¢ The HTTP port is the regular port that Apache Tomecat listens on. The
default is 80. If you use a different port, users must specify the port
number in the URL of their browsers.

¢ The HTTPS port is the secure port that Apache Tomcat listens on. The
default is 443. If you use a different port, users must specify the port
number in the URL of their browsers.

If a port conflict occurs with the ports that you have set and prevents the web
page from opening, you can use this utility to change the port settings.

After making your settings, click Apply to save the changes.

If you wish to import private key or certificate, click Browse in the /mport
Certificate section, select the file and click Apply.

In the Administrator Management section, click Reset to return the
administrator’s account to the default settings. Click Unlock if the account was
previously locked.
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Backup

The Backup tab lets you backup current configuration or database.

Ld

eco DC Utility

System Settings | Backup | Restore | View Licenses

- [m] X

Ready for operation.

Config Backup

File name:

Progress:

Database Backup
Backup folder:

Progress:

Config Backup

Browse ...

Browse ...

Enter a config file name in the File name: field. Backed up file will be stored
in the C:lecoDC\Runable directory by default.

Alternatively, you can click Browse for a file dialog box, find a location you
wish to store the backup file in, enter a name and click Open to return to the

utility page.

System Settings | Backup | Restore | View Licenses

Ready for oper| & Open

Config Backup | | ;o in: [~ Runable

X

v | & |5 |3 [88]8=

File name:
(5 conf

(= DBMigTool
(3 EcoDC_sys
(S license
Backup folder:| =5 logs

(7 source

Progress: ||

Database Back

Progress:

File Name:

Files of Type: |CBK File (*.cbk)

Browse ... |

Browse ...

Start

Click Start to start the backup and the progress status will be shown in the

progress bar.
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When completed, a success message will be shown:

L3

System Settings | Backup | Restor View Licenses

Succeeded to backup configuration.

Config Backup

File name:

Progress: [

Information X
Database Backup

Backup folder: (i) succeededto backup configuration.

Progress: |-

Database Backup

Enter a database folder name in the Backup folder: field. Backed up folder will
be stored in the C:\ecoDC\Runable directory by default.

Alternatively, you can click Browse for a file dialog box, find a location you
wish to database backup and click Open.

Note: It is strongly recommended that you use the same directory for daily
backup (see Maintenance on page 111) and the database backup. If any
of the data is backed up to a different location, you may lose this bit of
data when restoring the database.

Click Start to start the database backup and a warning will pop up.

System Seftings | Backup | Restore | View Licenses

Ready for operation.

Config Backup

File name:

Progress: [

Confirm x |
Database

Backup i E eco DC service will be stopped, and this utility will exit if the backup process succeeded. ,

Do you want to continue? E

Prog ‘ n

Yes || No
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Click Yes and the progress status will be shown in the progress bar.

When completed, the utility will be closed and the eco DC service will restart.
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Restore

The Restore tab lets you restore configuration or database, or migrate a
database to the eco DC service.

B eco DC Utility — [m] X

System Settings | Backup | Restore | View Licenses

Ready for operation.
Config Restore

File name: Browse ...

Progress:

Database Restore

File name: Browse ...

Progress:

Database Migrate

File name: Browse ...

Progress:

Click Browse (Config Restore, Database Restore, Database Migrate) and
locate the file/folder you wish to restore/migrate and click Start.

Note: When restoring database, make sure your daily backup files (see
Maintenance on page 111) and the database backup files (see Database
Backup on page 122) are in the same folder as both backup file types
contribute to a full database.

A warning will pop up as shown:

&

System Settings | Backup | Restore | View Licenses

Ready for operation.

Config Restore

File name: Br

Progress: [ |
Confim X f

Database
Filenamd | 2| ©coDC Service will be stopped, and this utility will exit ifthe restore process succeeded. |
Do you want to continue? E

Progrest it
Yes o | E

File name: Br

Progress:
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Click Yes and the progress status will be shown in the progress bar.

When completed, the utility will be closed and the eco DC service will restart.

View License

The View Licenses tab lets you view the licenses that are related to the eco DC

package. To view a license, click its radio button.

W eco DC Utility O X
| System Settings | Backup | Restore | View Licenses
Select License A Sun Microsystems, Inc. ("Sun") ENTITLEMENT for [2]
® UAF SOFTWARE =
*) JavaMail API Licensee/Company: Entity receiving Software.
Apache Effective Date: Date of delivery of the Software to
S0 You
AXL Radius Software: JavaBeans Activation Framework 1.1
) AXL TACACS+ License Term: Perpetual (subject to termination under
fthe SLA)
Licensed Unit Software Copy.
Licensed unit Count: Unlimited
Permitted Uses:
1. You may reproduce and use the Software for
Individual, Commercial
or Research and Instructional Use for the purposes of -
Exit
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Database Migration Tool

If you have eco Sensors installed previously, you can migrate data information
from the eco Sensors to the eco DC using the Database Migration Tool.

To run the program in Windows, click the Start menu, navigate to the ecoDC

entry, and select DbMigrate Tool:

* DbMigrate Tool

ecoDC Utility

Java Version Checker

The diagram below is an example of the migration tool.

ExportTo | ClecoDClmigEcoMaster:
ecoSensors | C:\Program Files (x86)ATENIeco Sensors Master
Status & Events
Data (Days) Space (GE) Time

Total Left Estimate Free| 35079 | Elapsed

Events

O

Clear All

Start

e [ ]

s

2020-06-08 17:15:29 eco DC Data Migration Tool started.

2020-06-08 17:15:33 Found eco DC at ClecoDCl

2020-06-08 17:15:34 Found eco Sensors Master at C\Program Files (x86)ATEN'eco Sensors Master|
2020-06-08 17:15:37 Analyzed eco Sensors Master, ready to export.

To start the migration, click Start. When completed, a success message will be

shown in the message box.
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SSO HTML

If Single Sign On is enabled, it will allow users from another web application
to log in eco DC automatically through a form-based authentication. An
example of the HTML sample codes is in the next section.

SSO HTML Sample Codes

<html>

<head><title>Sample page for eco DC SSO (Single Sign On) Sample</title></
head>

<script language="JavaScript">
<!--
function doLogin()

{

form1.submit();
H
>
</script>
<body>
<table>
<div align="center">

<form id="form1" name="form1" method="post" action="https://
10.3.166.65:443/ccadmin/singlesignon.do">

<l--Server_IP_port: eco DC server IP/port (default port could be omitted)
-

<tr>
<td>

<font size=5>Test page for eco DC SSO (Single Sign On)</font>
&nbsp;&nbsp;

</td>

</tr>
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<tr>
<td>

eco DC Username: <input class="sw4" type="text"
name="MySSO_Username" value="administrator" size="15"> <br><br>

<l!-- signonusername: Username field in eco DC SSO setting page -->
</td>
</tr>
<tr>
<td>

"

eco DC Password: <input class="sw4" type="password"
name="MySSO_Password" value="password" size="15"> <br><br>

<!-- signonpassword: Password field in eco DC SSO setting page -->
</td>
</tr>
<tr>
<td>
<I--

eco DC Username: <input class="sw4" type="text" name="loginname"

—n

value="administrator" size="15"> &nbsp;&nbsp;&nbsp;&nbsp; eco DC

Password: <input class="sw4" type="password" name="loginpass"

value="password" size="15"> <br><br>

-->

<input class="bw" type="button" value="SSO to eco DC" name="login"
onClick="doLogin();">

</td>
</tr>
</form>
</div>
</body>

</htm]>
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